I[MTPUKA3 OIIEPATUBHO-AHAJIMTUYECKOI'O HEHTPA ITPU ITPE3UJIEHTE
PECITYBJIMKU BEJIAPYChH
10 nexabps 2024 r. Ne 259

006 usmMeHeHuu nNpukazoB OnepaTUBHO-AHAINUTHYECKOTO
nenTpa npu [pe3suaente Pecnyoauxu benapycs ot 28 mapra
2014 r. Ne 26 u ot 20 peBpass 2020 r. Ne 66

Ha ocHoBannu nynkra 4 crarbu 33 3akona Pecriyonuku bemapycs ot 17 urons 2018 r. Ne 130-
3 «O HOpPMaTUBHBIX MPABOBBIX AKTaX», MOANYHKTa 6.4 myHKTa 6, MOANYHKTOB 7.7 1 7.8 myHKTa /
[TonoxkeHus 0 TeXHUYECKON U KpunTorpaduueckoil 3amure nHpopmanuu, yrBepKIeHHOTO YKa30M
[Tpesunenta Pecybnuku benapycs ot 16 anpens 2013 1. Ne 196, ITPUKA3BIBAIO:

1. BHecTu u3MeHeHHUs B cieayroue mnpukasdbl OnepaTuBHO-aHATUTUYECKOTO ILIEHTpa MpH
[Ipesunente Peciyonuku benapycs:

1.1.u3 ab3ama Tperbero myHkTa 2 IlomoskeHus o mopsake pasMenieHUs MPOrpPaMMHO-
TEXHUUYECKUX CPEACTB, MH(POPMALMOHHBIX CHUCTEM (pECypcoB) IOCYAApCTBEHHBIX OpraHu3aluit
Ha pecypcax pecnyOIMKaHCKOTo [IEeHTpa 00pabOTKU TaHHBIX U (WJIH) PECIyOIMKaHCKON MIaT(OPMBIL,
YTBEPXKACHHOro mpukazoM OnepaTtuBHO-aHamuTH4eckoro neHrpa npu llpesunente PecnyOnuku
benapycs ot 28 maprta 2014 1. Ne 26, c10BO «COBMECTHOE» UCKIIIOUUTH;

1.2. B mpukaze OnepaTuBHO-aHATUTHYECKOTO TIeHTpa npu [Ipesuaenre Peciyoimku benapych
ot 20 deBpans 2020 r. Ne 66 «O mepax no peanuzanuu Ykasza [Ipesunenta Pecnyonuku benapycs
ot 9 nexabpst 2019 r. Ne 449y:

MYHKT 4 UCKJIIOYHTD;

[Tonoxenne O MOpSAAKE TEXHUUYECKOW U KpUNTOrpaduyeckor 3ammThl  HWHGOpMAIHU
B MH(OPMAILIMOHHBIX CUCTEMAX, MPEAHA3HAUYCHHBIX AJIs1 00paboTKU HHPOPMAILIHH, PACIIPOCTPAHEHHE
U (UJM) MpeaocTaBiIeHHe KOTOPOH OTpaHUYEHO, YTBEPKACHHOE 3TUM NPUKA30M, U3JI0KUTh B HOBOM
penakiuu (mpuiaraercs);

[TonoxxeHne o MopsAaKe aTTeCTallMU CUCTEM 3alUThl HHPOPMAIMU HH)OPMALIMOHHBIX CUCTEM,
NpeJHa3HAYeHHbIX JUIst 00pabOoTKM HMH(POpPMALUMKU, pPAaCHpOCTpaHEeHUEe U (UJIM) TNpeaoCTaBICHHE
KOTOPOM OrpaHUu€HO, YTBEPKIEHHOE ITUM MIPUKA30M, U3JI0)KUTh B HOBOW peakLiu (IPUIaraeTcs);

[TonoxxeHne o mopsiake mpenctaBieHus B OnepaTUBHO-aHAIMTUYECKUH  LEHTP  IIpU
[Ipesunente PecnyOmuku benapychk cBeneHuit o coOBITHAX WHGOPMAIMOHHOW O€30IMacHOCTH,
COCTOSIHUM TEXHMYECKOM M KpunTorpapuueckoil 3ammTbl HWH(GOpMAlMU, YTBEPXKIEHHOE 3TUM
MIPUKA30M, U3JI0KUTh B HOBOM pelakiiu (Ipuiaraercs).

2. IlpoekTupoBaHue, co3laHue WU (WJIM) aTTecTalMs CUCTeM 3alluThl  HMH(pOpMalUU
MH(OPMALIMOHHBIX ~ CHUCTEM, OCYIIECTBISIEMblE HA OCHOBAaHMHU  JIOTOBOPOB, 3aKJIFOUYEHHBIX
JI0 BCTYIUIEHUS B CHJIY HACTOSIIETO NPUKa3a, HO HE NCIIOJHEHHBIX Ha JaTy BCTYIJIEHUS €0 B CUITY:

OCYIIECTBIISIIOTCA B COOTBETCTBHHM  C 3aKOHOJIATEIbCTBOM,  JEMCTBOBABIIMM  Ha JaTy
3aKJIFOYEHUS YKa3aHHBIX JOINOBOPOB;

M0 pElIeHHI0 COOCTBEHHUMKOB  (BiaieibleB) HH(DPOPMAIMOHHBIX  CHCTEM  MOTYT
OCYILIECTBIIAITECS. B COOTBETCTBMM C HACTOSIIMM IIPUKA30M, €CJIIM HMHOE HE IPEAYCMOTPEHO
3aKOHO/ATEIbHBIMU aKTaMHU.

3. Hacrosiuii nmpuka3 BCTyHaeT B CHITY B CIEIYIOLIEM MOPSIKE:

noanyHKT 1.2 myHkTta |1 u myHKT 2 — ¢ 1 mapta 2025 r.;

UHBIE TTOJI0KEHUS HACTOALIETO MTPHUKa3a — MOcCIIe ero OpUIMaIbHOIO ONYOINKOBAHHMS.

HauanpHuk A.10.I1aBaroyenko



YTBEPXJIEHO

ITpukas

OnepaTuBHO-aHAIMTUYECKOTO IIEHTpa
npu IIpesunente Pecybnuku benapych
20.02.2020 Ne 66

(B pemakmuu mpukasa
OnepaTuBHO-aHAIMTUYECKOTO IIEHTpa
nipu [Ipesunente Peciybnuku benapych
10.12.2024 Ne 259)

HOJOXEHUE

0 MOPAAKe TEXHNYECKOH U KpunTorpadpuyeckoii 3aimuTbl HHPOpMaIMU B HHPOPMALTMOHHBIX
CHCTEeMAaX, NMpeIHA3HAYEHHBIX /JJ1s1 00pa00TKU MHGOPMaLIUK, PACIPOCTPAHEHHE U (MJIH)
npeaocTaBjieHHe KOTOPO OrpaHUYeHO

I'JIABA 1
OBIIUE ITOJIOXKEHUSA

1. B nactosimem [lonokeHUH B COOTBETCTBUU C a03aleM BTOPBIM TOJIYHKTa 6.4 IMyHKTa 6
[TonoxeHus o TEXHUYECKOM U KpunTorpaduueckoil 3amure HHGOpMaIK, YyTBEPKICHHOTO YKa3oM
[lpesunenta Pecnyonuku bemapycs ot 16 anpenst 2013 1. Ne 196, ompenensercss mopsiaok
TEXHUYECKOH M Kpunrorpaguyeckoi 3amuTbl HHPOPMALMU B MH()OPMAIIMOHHBIX CHUCTEMax,
NpeJHa3HAYCHHBIX JUIst 00paboTKM MH(POPMALUKU, pPACHPOCTPAaHEHWE U (MJIM) TIPEIOCTaBICHHE
KOTOPOH OrpaHMYEHO, HE OTHECEHHOM K roCyJ1apCTBEHHBIM CEKPETaM.

Hacrosmee I1osnoxenne MOKeT HE IPUMEHSATHCS:

coOCTBEHHUKaMH (BJIaJieIbllaMi) WH(OPMAIIMOHHBIX CHCTEM, B KOTOPBIX 00pabaThIBAIOTCS
TOJILKO OOIIEOCTYITHBIE MEePCOHAbHBIE JaHHBIC W (WJIM) TEepCOHANbHBIC JaHHBIC, MOJTYYCHHBIC
1ocje MPUMEHEHHsI MEeTOZ0B 00€3TMYMBAHMsL, — B OTHOILIEHUH TaKUX HH(POPMALMOHHBIX CUCTEM;

oTiepaTopamMu DJIEKTPOCBS3U — COOCTBEHHUKAMU (BJIafiebllaMi) MH(OOPMAITMOHHBIX CHUCTEM,
o0ecrneynBaroIuX YIpPaBICHUE TEXHOJOTHYECKUMHU TNPOIecCaMHM M MpeIHA3HAYEHHBIX TOJBKO
JUTS TIepeIayyl TIEPCOHATIBHBIX JAHHBIX 110 TEXHOJIOTHYECKHM CETSIM AJIEKTPOCBS3H, — B OTHOIIICHHH
TakuX HWHPOPMALMOHHBIX cucTeM. [lid meneil mpuMeHeHMs HacToslero ab3ana onepaTopbl
DIIEKTPOCBSI3M  COTJIACOBHIBAIOT ¢ OmepaTnBHO-aHAIMTHYECKAM IIeHTpoM 1ipu  [Ipe3umente
Pecniybnuku benapycs (nanee — OAILl) nepednn yka3aHHbIX HHPOPMALMOHHBIX CUCTEM, K KOTOPBIM
JOJDKHBI TIPUJIAraThCsl CTPYKTYPHAs M JIOTUYECKash CXEMBbl KaXI0i WH(POPMALIMOHHON CHUCTEMBI,
BKJIIOYEHHOM B IIepeyEeHb.

2. J1nst neneit Hacrosimero [1omoskeHust TEpMUHBI UCTIONB3YIOTCS B 3HAYSHHSIX, OTIPEACTICHHBIX
B [lonoxeHnn o TexHuueckoi W kpunrorpadudeckoil 3ammre uHGopmanuu, 3akoHe Pecnyonuku
bemapyce ot 10 HostOpst 2008 T.  Ne 455-3  «OO6 unpopmanmu, wuHGDOPMATH3ANAN | 3aITUTE
uHpopmanumn», 3akone Pecniybiuku benapycs ot 7 mas 2021 r. Ne 99-3 «O 3amure nepcoHanbHbIX
JTAHHBIX», a TAKXKE CIEAYIOIINE TEPMHUHBI H UX OTIPEICICHUS:

aKTUBBl  MH(OPMAIMOHHOW  CHUCTEMBl —  CpPEACTBA  BBIUYMCIUTEIBHOM  TEXHHKH,
TEJIEKOMMYHHUKAIIMOHHOE 000py/I0OBaHNE, CHCTEMHOE W MPUKIAJIHOE TMPOrpaMMHOE obOecrieueHHe,
UH(POPMALIMOHHBIE PECYPCHI, BXOJAIINE B COCTaB HH(POPMAITMOHHON CHCTEMBI;

3alIMINCHHBIA  KaHajl Tepelayd  JaHHBIX — YCTAHOBJICHHBIH  MEXIy CpeICTBaMHU
Kpunrorpaguuecko 3ammThl MHGOPMAIMM OTIPABUTENS U MoJydaTenss HHQPOpPMaluu KaHal
nepeaayn JaHHBIX, B KOTOPOM KOH(MICHIIMAILHOCTh W KOHTPOJb IEIOCTHOCTH TepeIaBaeMon
uHpOpMaLUU 00eCcTIeYnBaIOTCs KPUNITOTrpahUIecKMMH METOAAMHU 3aIIUThHI HHPOPMALIUY;

KOMITIPOMETAIMST  KPUNITOrpadUuecKkoro  Kiroda — COOBITHE, B pe3ysibTaTeé KOTOPOTO
KPUNTOrpagUUeCKUil KJIIOY MM €r0 YacTh CTAHOBATCS W3BECTHBIMHU JIMILIAM, HE UMEIOIIUM MpaB
JIOCTYIA K JaHHOMY KITIOYY.

3. PaboTbl Mo TeXHUYECKON M KpUNITOrpaduuecKoil 3amre nHPOPMALUU BKITIOYAIOT:

IPOEKTHUPOBAHNE CUCTEMBI 3aIUThI HHPOPMALIUY;



CO3JIaHUE CUCTEMBI 3alUThI HH(OpMaIHy;

aTTEeCTAllMI0 CHUCTEMBI 3alIUThl HMH(pOpMAIMKU B cOOTBETCTBUU C llonokeHunem o mopsjake
aTTeCTallUd CUCTEM 3allUThl HHPOpPMALMU HHPOPMALMOHHBIX CHUCTEM, NpPEIHA3HAYCHHBIX
Ui 00paboTKKM WMH(pOpPMALUK, PACHPOCTPAaHEHUE M (WIM) HPEIOCTaBlIEHHE KOTOPOW OTpaHUYEHO,
YTBEP)KJICHHBIM NIPHKA30M, YTBEpKAaomuM HacTosulee [lonoxenue;

obecrieyeHne QyHKIIMOHUPOBAHUS CHCTEMBI 3alIUTHI HH(OPMAIMK B MPOIECCE IKCILTyaTaIlH
MH(POPMALIMOHHON CUCTEMBI;

o0ecrieyeHne 3auThl HHHOPMAIMH B CITydae MpeKpamieH st KCIUTyaTalii HHPOPMAIMOHHON
CHCTEMBI.

4. PaboTHI 110 IPOEKTUPOBAHMIO, CO3JAHHIO U (MJIHM) aTTECTAI[MH CUCTEM 3aIlUuThl HH(OpMaIiu
y coOCTBEHHHMKa (Bl1ajienbla) HHPOPMALMOHHON CUCTEMbI MOT'YT BBIIOJIHATHCS:

MOJPa3/ICIIEHUEM 3alUTh HH()OPMAIH WIM WHBIM MOApa3eieHHEeM (JIOJKHOCTHBIM JTUIIOM),
OTBETCTBEHHBIM 3a o0ecrieuyeHHe 3amuThl MHpopMauuu. PabOTHUKM Takoro mojapasieiaeHus
(TOIKHOCTHOE JIMII0) JOJDKHBI UMETh BBICIIEEe 00pa3oBaHue B 001aCTH 3alUTHl HH(pOpMaIuu 160
BhICLIIEE, WJIM CPE/IHEE CIIELUAbHOE, UM MPOPECCHOHATLHO-TEXHUYECKOe 00pa30BaHUE U MPOMTH
NEPETOATrOTOBKY WIH MOBBILLICHUE KBaJTH(PUKAIA 10 BOIIpOCaM TEXHUUYECKOUN
U KpunrTorpaduyeckoil 3amuTsl MHGOpMaIK B MOPSAAKE, YCTAHOBJICHHOM 3aKOHO/1aTEJIbCTBOM;

OpraHM3alUsIMH, UMEIOIMMHU JIMIIEH3UH Ha OCYLIECTBIIEHUE AESTEIbHOCTU [0 TEXHUYECKON
U (W1M) Kpunrorpaduyeckoil 3ammre MHPOPMALUU B YaCTH COOTBETCTBYIOIIMX COCTABIISIOLIMX
JAHHBIN BUJ| 1€ATEIBHOCTH paboT U (UIM) yCIyT (Aajnee — cruelualu3upoBaHHbIE OPTaHU3aluHN).

dusnueckue LA, SBISAIOLIMECS COOCTBEHHMKAMH WH(OPMALMOHHBIX CHCTEM, B KOTOPBIX
00pabaTbIBarOTCS MEPCOHATBHBIE TAHHBIE, BIIPABE BBIMOIHATH PA0OTHI IO MPOSKTUPOBAHUIO U (HITH)
CO3/IaHUIO CHCTEM 3allUThl MHPOPMALUU 3TUX MH(OPMAIMOHHBIX CUCTEM CaMOCTOSTENbHO (0e3
co3faHMs (Ha3HA4YEeHMs) NOJpa3JeNIeHUs 3allUThl MHQPOpPMAIMU WM HMHOIO IOJpa3AesieHUs
(TOJDKHOCTHOTO — JIMIIA), OTBETCTBEHHOTO 3a o0OecrieueHWe 3amuThl  uHOpmanuu) Jaubo
C MPUBJICYEHNUEM CHEIIMATN3UPOBAHHON OpraHU3aliH.

5. [lonmyckaeTcss NpUMEHEHHE €IUHOM CHCTeMBbl 3alUThl HMH(OPMAIMM Ul HECKOJIbKUX
WH()OPMAIMOHHBIX CUCTEM, TPUHAIICKAITNX OJHOMY COOCTBEHHUKY (BIaIEIbILY).

6. IlepeueHb pabOT MO TEXHWYECKOH M KpunTorpapuyueckoi 3amurte HHGOpMaIUM MOXKET
IpelycMaTpUBATHCS B TEXHUYECKOM 3a/laHNU Ha CO3/laHue MHPOPMAIIMOHHON CHUCTEMBI.

7.1lpu BBIMOJHEHUM CHEHHMATM3UPOBAHHBIMHM OpPraHU3aLUSAMHU PabOT MO MPOEKTHUPOBAHUIO
U (UJIM) CO3/IaHUI0 CHUCTEM 3aluThl HMH(pOpManuu HHYOPMALMOHHOE B3aUMOJEHCTBUE MEXKIY
UH(POPMALIMOHHBIMA CHUCTEMaMH JIOJDKHO OCYILECTBIATHCS C UCHOJIb30BAHUEM 3aIIMIICHHBIX
KaHaJIOB Iepe/layyl IaHHBIX.

8. Jlo mpoBeneHust paboT MO MPOSKTUPOBAHUIO CUCTEMBI 3allIUThl HH(OPMAIIMU COOCTBEHHUK
(Bmanmenen;) WHPOPMAIMOHHON CHCTEMBI B COOTBETCTBHHU C 3aKOHOJATEIHCTBOM 00 MHGOpPMAIIHH,
uHpOpMaTU3allMU U 3aliuTe WHGOpMAlMK ONpefenseT BujA WHPOpPMaLUHU, KOoTopas Oynxer
oOpabatbiBaThCsl B MHGOPMAIIMOHHON CHCTEME, U OCYIIECTBISET OTHECEHHE HH(OPMAalMOHHON
CHCTEMBI K KJ1accy (KjlaccaM) TUIIOBBIX HH(OPMAIIMOHHBIX CUCTEM COTJIACHO MPHIIOKEHUIo 1.

006 oTHeceHUH MHPOPMAIIMOHHOMN CUCTEMBI K KJlaccy (KJ1accaM) TUIIOBBIX MH(DOPMAIIMOHHBIX
CHCTEM COCTAaBISIETCS aKT 1O (pOpMe COIIACHO MPWIOKEHUIo 2. du3nueckue Jula, SBISIOLIHEcs
cOoOCTBEHHUKAaMU MH(OPMALIMOHHBIX CUCTEM, B KOTOPBIX 00pa0daThIBAlOTCS IEPCOHATILHBIE TAHHBIE,
COCTaBJIIIOT aKT OTHECeHUs WH(POPMAIMOHHOM CHCTEeMBl K Kiaccy (KjaccaMm) THIOBBIX
MH(OPMALIMOHHBIX CUCTEM B IIPOU3BOJIBHOMN (hopMme.

I'JIABA 2
INPOEKTUPOBAHUE CUCTEMbI 3AIIIUTHI UTHO®OPMALIU

9. Ha sramne npoeKkTHpOBaHUS CUCTEMBI 3alTUTHl HHPOPMAITUU OCYILIECTBISIOTCS:

pazpaboTka (KOPPEKTHPOBKA) TMONMUTHKA HWHGOPMAIMOHHONW Oe3omacHoctu. [Ipu sTom
(I)I/ISI/I‘-IGCKI/IG Jquna, SABJISIOIMINCCA CO6CTB€HHI/IK8.MI/I I/IH(I)OpMaI_II/IOHHBIX CUCTCM, B KOTOPBIX
00pabaThIBarOTCS TIEPCOHANBHBIC JaHHBIC, 32 NCKIIOYEHUEM MHIANBUAYATBHBIX MPEIIpUHIMATEICH



U (PU3UYECKUX JIUL, OCYIIECTBISIONIMX JeSITEIbHOCTh 110 OKa3aHHIO YCIYT B chepe arposKOTypU3Ma,
BIIpaBe HE pa3padaTbIBaTh MOJUTHKY HH(POPMAITMOHHOW OE€30MIaCHOCTH;

pa3paboTKa CTPYKTYpHOM U JIOTHYECKOH cxeM HH(POPMALlMOHHON CUCTEMBI;

pa3paboTka TEXHHYECKOTO 3a/laHvs Ha CO3[aHHE CUCTEMBI 3allUThl MHpopMauu (manee —
TEXHUYECKOE 3a/laHue);

pa3paboTKa MpPOEKTOB JIOKAJIBHBIX MPAaBOBBIX AaKTOB W APYTUX  OpraHU3allMOHHO-
pacropsaUTeNbHbIX JOKYMEHTOB 110 BOIIPOCAM IPUMEHEHHs CUCTEMBI 3alUThl HH(OPMALIHH.

Ha sTane npoekTupoBaHus CUCTEMBI 3aIIUTHI THPOPMALIUU TOKYMEHTHI, yKa3aHHbIE B ab3amax
BTOPOM—UYETBEPTOM YacTH IE€pPBOH HACTOALIETO IYHKTAa, YTBEPXKAAOTCS COOCTBEHHUKOM
(BagenbiieM) HHPOPMAITMOHHON CHCTEMBI.

10. IMomuTrka nHGOPMAITMOHHOK 0€30TTaCHOCTH

JIOJDKHA COZIEPIKaTh LM W MPUHIIUIBI 3alUThl HH(pOpMaIuu, 00s3aTeIbcTBa COOCTBEHHUKA
(BnazenbLa) HHGOPMALIMOHHOMN CHCTEMBbl COOTBETCTBOBATh TPEOOBAHUSM I10 3alUTE HH(POpPMALUH,
MOCTOSTHHO COBEPIICHCTBOBATH CHCTEMY 3aIIUTHI HH(POPMAIIHH;

10 peIleHNI0 COOCTBEHHUKA (BJI1aesblia) HH(OPMALIMOHHOM CUCTEMBI MOXKET CO/IEPIKATh UHYIO
uH(oOpMaIKio, OTpaXaroulylo oOIMe HaMEpeHHs 10 00ECICUCHUI0 KOH(DHUICHIIMATBHOCTH,
LEJIOCTHOCTH, TMOMJUHHOCTH, JOCTYHHOCTH M COXPAaHHOCTHM HH(OpManuy, obpadaTbiBaeMon
B MH(OPMALIMOHHOMN CHCTEME;

JIOJDKHAa ~ OBITh  JIOBEJIEHA  JI0 CBEJCHHS  PAOOTHUKOB  COOCTBEHHHMKA  (BIaJIeiiblia)
MH(POPMALIMOHHON CUCTEMBI B YaCTH, UX Kacaroulewcs, ObITh JOCTYITHON BCEM 3aMHTEPECOBAHHBIM
cyObekTaM MH()OPMAILIMOHHBIX OTHOIIEHUH JUIsl 03HAKOMJICHHMSL.

[Tpy Hanmu4yuM y OAHOTO COOCTBEHHMKA (BIIAEIbIIa) HECKOIBKUX MH()OPMAIIMOHHBIX CHCTEM
pa3pabaTbIBaeTCs M YTBEPXKIAeTCs €AMHAs MOJIUTUKA NHPOPMALIMOHHOM O€3011aCHOCTH.

11. CtpykTypHas o JOTHYECKash CXeMbl HH(OPMAIIMOHHONW CHCTEMBI pa3padaThIBAIOTCS
Ha OCHOBE aHajJM3a CTPYKTYpbl HH(POPMALMOHHOM CHUCTEMbl U MH(GOPMALMOHHBIX IIOTOKOB
(BHYTpEHHHMX W BHEIIHHUX), COCTaBa, KOJMYECTBA M MECT Pa3MELICHHUS aKTHBOB MH()OPMAIIMOHHON
CHCTEMBI, €€ (PU3NYECKHX U JIOTHUECKUX I'PaHMII.

CrpykTypHas cxema HHPOPMAIIMOHHON CUCTEMBI OTpakaeT 0COOEHHOCTH (PYHKITHOHUPOBAHHUS
UH(POPMALIMOHHOM CUCTEMBI Ha (PU3NYECKOM U KaHAIIbHOM YPOBHSX M JJOJDKHA COAEPIKATh:

HaNMEHOBaHNE MH(POPMAITMOHHON CHCTEMBI;

MecTa pa3MelleHUs] (U3NYECKUX YCTPOMCTB, OTHOCSIIMXCA K aKTUBaM HH()OPMAIMOHHON
CHCTEMBI, CpEJICTB 3aIlUThl WH(POPMALMU C yKa3aHHMEM Ha3BaHUS YCTPOWCTBA COTJIACHO €ro
CHUCTEMHOMY UMEHH (CEpHUIHBII HOMEp — JUIsl HEYTIPaBIIIEMOI0 YCTPOICTBA), Ha3BaHUH (PU3NUECKUX
uHTEp(PENcoB ycTpONCTBA;

¢du3nUeckre JIMHUM CBA3M C YKa3aHUEM MX THIa (BUTas apa, BOJOKOHHO-ONTHUYECKUI Kalbenb
U J1p.), UACHTU(PUKATOPBI BUPTYAIbHBIX JOKAJIBbHBIX BbhluncauTenbHbIx cereid (VLAN ID);

¢du3nyeckre rpaHuIbl THPOPMALIMOHHON CUCTEMBI.

K cTpykrypHOIl cxeme HHPOPMAIIMOHHON CUCTEMBbI JTOJIKHBI TPUIIAraThCs:

CBEJICHUS O Ha3HAYCHMM JIMHUM CBsA3M (Tepeada JaHHBIX WM YOpPaBJICHHE AaKTHBAMHU
MH(OPMALIMOHHON CUCTEMBI, CPEICTBAMHU 3aIUThI HH(OPMALINN);

nepevyeHb BHUPTYAIbHBIX JIOKAJIbHBIX BbhIYMCIAMTENbHBIX ceTeil (VLAN) c ykasaHuem wux
uaeHtuduxkatopos (VLAN ID), nHazBaHuil BUPTYalbHBIX JIOKAJIbHBIX BBIYMCIUTENbHBIX CETEH
(VLAN Name), IP-anpecanum, ucrons3yeMoil B BUPTYAIbHBIX JJOKAIBHBIX BEIYMCIHTEIBHBIX CETIX
(VLAN);

nepevyeHb  TEJIEKOMMYHUKAIMOHHOTO  00OpyIOBaHMS  C yKa3aHHEM  [POU3BOAMTEINS
0o00Opy/s0BaHusl, €ro MOJeNH, CHCTEMHOT0 HMEHHU (CEepUHHOTO HOMepa JUIs HEYIPaBIIsIEeMOIo
ycrpoiictBa), IP-agpeca ympaBieHust yCTpOHMCTBOM, MeCTa pa3MelleHus (IOMeIleHue, HoMep
CTOWKH, MECTO B CTOMKE H JIp.).

Jlornueckast cxema HH(POPMALIMOHHON CHCTEMBI OTPaXkaeT 0COOCHHOCTH (DYHKIIMOHUPOBAHHUS
MH(POPMALMOHHOM CUCTEMBI HA CETEBOM U MOCIEAYIOUINX YPOBHAX U JOJKHA COEPKATh:

HalMEHOBaHNE MH(POPMAITMOHHON CHCTEMBI;



HarpaBJeHUsT UHPOPMAIMOHHBIX MOTOKOB (BHYTPEHHUX M BHENTHUX ). /{151 mHDOpMAITMOHHBIX
CHUCTEM KJAaccoB «3-un», «3-cuemy, «3-0r», «3-acm» U «3-10J» JOMYCKAeTCs B3aUMOJCHCTBHE
¢ J1I00bIMH UH(POPMAILIMOHHBIMU CUCTEMaMH;

JIOTHYECKUE TPAaHUIIBl HH()OPMAITMOHHOW CHCTEMBI.

K noruueckoii cxeme nHGOPMAIMOHHON CUCTEMBI IOJKHBI IPUIIAraThCsl CBEICHUS:

00 uWHOPOPMAIMOHHBIX pecypcax, BXOIAMNIMX B COCTaB HH(POPMALMOHHOW CHUCTEMBI,
c ykazanuem [P-agpecoB u Ha3zBaHu# (U3UYECKUX CEPBEPOB, BUPTYAIbHBIX MAIllMH, KOHTEHHEPOB,
o0ecreynBarOIUX UX (PyHKIIMOHUPOBAHHE;

0 Cpe/ICTBax 3aIlUTh HHPOpMAINK ¢ yKazaHueM [P-afpecoB nx aIMUHUCTPUPOBAHUS,

00 OTKPBITBIX IOPTAaX TPAHCIIOPTHOI'O YPOBHS C YKa3aHHUEM COOTBETCTBYOUIMX UM [P-anpecos
TEXHOJIOTHH M (MJTH) TIPOTOKOJIOB.

CBeneHusi, yKa3aHHbIE B 4YacTAX BTOPOW-IIATOM HACTOSILErO0 IYHKTAa, OTPa)KaroTCs
Ha CTPYKTYPHOU U JIOTUYECKOU cxemMaX MH()OPMAIMOHHOW CHCTEMbI U B IPUJIOKEHUAX K HUM IPU
HaJIMYUU TAKUX CBEICHUM.

B cTpykTypHO#i 1 TOTHYECKON cxemMaX HH(POPMAIIMOHHOM CUCTEMBI I0IyCKaeTCsa 00beTUHEHNE
ONHOTHITHBIX  (DU3MYECKHX YCTPOWCTB, BHUPTYAIbHBIX MAIIHH, OTHOCSIIMXCS K aKTHBaM
WH(OPMALIMOHHON CHCTEMBI, CPEACTBAM 3alUThl HHPOPMAIIMH, B €AUHBINA 3JIEMEHT MpPU YCIOBUU
HaJIMYUsl COOTBETCTBYIOIIMX 0003HAYEHUH, OTpaXKarOIMX HANIOJHEHUE JAaHHOTO JIEMEHTA.

CtpykTypHas u Joruyeckass cXeMbl HMH()OPMAIMOHHOW CHUCTEMBI U MpHJIaraeéMble K HUM
JOKYMEHTBI COCTaBIIIOTCS B MPOU3BOJIBHON (hopMe ¢ ydeToM OCOOCHHOCTEH (PYHKIIMOHUPOBAHHS
MH(OPMALIMOHHON CUCTEMBI U JOJDKHBI 00€CTIeYNBATh YNTAEMOCTh COJIEPKAINXCS B HUX CBEICHHIA.

12. Texauueckoe 3a1aHue pa3padaTbiBaeTCs COOCTBEHHUKOM (BJIaIebIleM ) HH(POPMAIIHOHHOM
CUCTEMBI JTM00 CHEIMATN3UPOBAHHON OpraHU3aIiei 1 YTBEPKIAETCsI COOCTBEHHUKOM (BJIaIEIIbLIEM)
MH(OPMALIMOHHON CUCTEMBI.

TexHuuyecKoe 3a/1aHne JOJKHO COACPKATh:

HAaUMEHOBAaHME MH(QOPMAIIMOHHON CHUCTEMBI C yKa3aHHWEM NPUCBOCHHOIO (IIPUCBOEHHBIX) €l
KJ1acca (KJIaCCOB) TUMOBBIX HH(POPMAIIMOHHBIX CHCTEM;

TpeOOBaHUS K CUCTEME 3allUThl UH(POPMALMK B 3aBUCUMOCTH OT MCIIOJIb3yEMbIX TEXHOJIOTHM
U KJ1acca TUIOBBIX HH(POPMALMOHHBIX CUCTEM Ha OCHOBE MEPEYHsI COTIACHO MPHIIOKEHHIO 3;

NOPSAOK 00€3TMYMBaHUS MEPCOHANBHBIX JAaHHBIX, €CIM IPEAroiaraeTcss 00e3IUYUBaHUE
NEpCOHANBHBIX JIaHHBIX. JlomycTuMble MeTOAbl OOE€3IMYMBAHMS  OIpPEJENIEHbl  COTJIACHO
PWIOKEHUIO 4,

TpeOOBaHUS U3 YUCIIA pEaIM30BaHHBIX B aTTECTOBAHHON B YCTAHOBJIEHHOM TMOPSJIKE CHCTEME
3auThl MHGOPMalUu HHPOPMAILIMOHHOM CHUCTEMBI JAPYroro COOCTBEHHMKA (BIAaJAEblia), €Cld
(GyHKIMOHMPOBaHUE MH(OPMAIIMOHHON CHCTEMBI, JJIs1 KOTOPOI OCYIIECTBISETCS MPOSKTHPOBAHNE
CHUCTEMBI 3alIuThl MHGOpPMAILUH, TpeArnoaracTcs Ha 6aze WHOOPMAIMOHHOW CHCTEMBI IPYTroro
cOOCTBEHHUKA (BJI1a/1€J1b11a) B COOTBETCTBHHU € IMyHKTOM 15 HacTosmiero [Tonoxenus;

TpeOOBaHMUsI K CpECTBaM KpUNTOrpaduyueckor 3almThl WHPOpPMAlUM HAa OCHOBE TEPEUHS
rOCYJapCTBEHHBIX CTaHAAPTOB, B3aUMOCBS3aHHBIX C TEXHMYECKUM perjameHToM PecnyOnuku
benapycr «MHpopmanmonnsie TexHonoruu. CpeactBa 3amuThl uHbopManuu. MHbopManmonHas
6e3onmacuoctb» (TP 2013/027/BY), yrBepxaeHHbIM mocTtaHoBieHueM CoBeta MUHHCTPOB
Pecnry6mmkun benapycb ot 15 mast 2013 1. Ne 375.

CobcTBeHHMK (Biajenel) HHGOPMALMOHHOM CHUCTEMBbl BIpPaBe HE BKIIOYATh B TEXHUYECKOE
3aJjlaHue OTJeNbHbIE 00s3aTeNbHble TPeOOBaHMS K CUCTEME 3alUThl MH(OpPMAIMM IO MEPEUHIo
COIJIACHO MPHJIOKEHHIO 3 TP OTCYTCTBUU B MH()OPMAIIMOHHON CUCTEME COOTBETCTBYIOIIETO aKTHBA
(texHonoruu) ymbo mpu ycnmoBuu cornacoBanus ¢ OAL] 3akperuieHHsT B TAKOM TEXHUYECKOM
3aJjaHM1 000CHOBAHHBIX KOMIIEHCHPYIOLIHX Mep.

13.B 7OKampHBIX TPAaBOBBIX aKTaX ¥ JIPYTHX OPTraHU3alMOHHO-PACIIOPSAUTEITHHBIX
JOKYMEHTaxX IO BOIPOCaM NPUMEHEHHUSI CHUCTEMbI 3allUThl MH(OpPMAIMKU C YYETOM TpeOOBaHUIA,
OTIpEe/IeNIEHHBIX B TEXHUYECKOM 3aJ[aHUH, JODKHBI OBITh PETJIAMEHTHUPOBAHBI MpaBa U 00513aHHOCTH
nojbp30Bareie MH(OOPMAIIMOHHONH CHUCTEMBI, a TaKXKe IMOPSJOK NPUMEHEHHUS CHUCTEMbI 3aIIUTHI
nH(pOpMaLi, B TOM YHCIIE MOPSA0K peali3allii MEPOIPUITHI 110:



BBISIBJICHUIO YIPO3, KOTOpbIE MOTYT MPHUBECTH K COOSM, HapylIeHUIO (DYHKIHOHUPOBAHUS
UH(POPMALIMOHHON CHCTEMBI, PEarHpOBAHUIO HA COOTBETCTBYIOIIME COOBITUS W JMKBUAAIMH HMX
MTOCIJICICTBHI;

NPUMEHEHHUIO TEXHOJIOTUU JJIEKTPOHHOW LU(PPOBOH MOANUCH (OCOOCHHOCTH BBIPAOOTKU
Y TIPOBEPKHU AJIEKTPOHHOU HHU(PPOBOM MOJAMUCH, OOpallleHUs C JUYHBIMHU KIFOYaMHU 3JIEKTPOHHOU
1u(POBOY TIOJIITUCH).

@opMbl  JOKYMEHTOB, yKa3aHHBIX B YaCTH IE€PBOM HACTOAIIETO ITYHKTA, OMPEICIISIIOTCS
COOCTBEHHUKOM (BiajaeiblieM) WH(POPMAIIMOHHON CHUCTEMBI C Y4€TOM OCOOCHHOCTEH ero
JESITEIbHOCTH.

He ponmyckaercst ompenerneHue MOpsIKa MPUMEHEHHS CHCTEMBl 3allUThl HH(DOpMaIuu
B JIOKAJIbHBIX MPABOBBIX aKTaxX OpraHu3alldyd [0 MHBIM BoOmpocaMm ee JesTenbHocTH. llpu
HE00XOIMMOCTH TAaKUE aKThl MOT'YT COAEPkATh OTCHUIKH K JIOKAJIbHBIM IPABOBBIM aKTaM, YKa3aHHBIM
B YaCTH NEPBON HACTOALIETO MYHKTA.

CobcTBeHHHK (Biagenel) HHPOPMAIMOHHON CHUCTEMBI 0053aH YTBEPAMTH (B MPOU3BOIBHOM
dbopMe) 1 moAepKUBATh B AKTYaIbHOM COCTOSTHUH MEPEeUEHb JIOKAIbHBIX MIPABOBBIX AKTOB U IPYTHX
OpraHU3alMOHHO-PACHIOPSAUTENBHBIX JOKYMEHTOB II0 BOIIPOCaM HPUMEHEHUS CUCTEMBI 3alUThI
uHpopmanuu.

JlokanpHble MpaBOBBIE aKThl WU APYrU€ OPraHU3alMOHHO-PACHOPSAUTENIbHBIE JOKYMEHTBI
10 BOIIPOCaM IPUMEHEHHUsI CUCTEMbI 3alIUThl HHPOPMAIIUHU JTOJKHBI OBITH JOBEJIEHBI 1O CBEICHUS
pabOTHUKOB COOCTBEHHUKA (BIaelblla) UHPOPMALIMOHHON CUCTEMBI B YaCTH, UX KACAIOIICHUCS.

14. TIpu BBIOOpPE Mep MO 3amuTe UHPOPMAIMKU U PETJIAMEHTAIlMU MOpPsAKa UX peanu3alii,
a TaKk)Ke TpU BIOOpE KOMIIEHCHPYIOUINX Mep COOCTBEHHUK (BIajernel]) nH(HOPMAIIMOHHON CHCTEMBI
JIOJI’KEH PYKOBOJICTBOBATHCS LIETSIMU 3aIIUTHI MHPOPMAIUH, ONPEIEICHHBIMU B 3aKOHOIaTEIbHbBIX
aKTax ¥ MOJUTUKE HH(POPMAITMOHHOW OE€30MTaCHOCTH.

15. [Ipn mpoeKTUpPOBaHMM CHUCTEMbI 3allUThl HWHGOpMAMu HWHOOPMALUOHHOW CHCTEMBI,
(GyHKIIMOHUPOBaHME KOTOPOHM Ipenmnosiaraercd Ha 0aze HHQPOPMAIMOHHON CHCTEMBI APYroro
COOCTBEHHUKA (BJIaJIeNblia), UMEIOIEH aTTECTOBAHHYIO CUCTEMY 3alUThI HHPOPMALIUHU, MOXKET OBITh
NPEyCMOTPEHO TNpPUMEHEHUE TpeOOBaHUM, pEaJM30BAHHBIX B CUCTEME 3alllUThl HH(OpManuu
MH(POPMALIMOHHOM CHCTEMBI 3TOro cOOCTBEHHMKA (Biajenbla). Takue TpeOGOBaHUS MPUMEHSIOTCS
COIJIACHO JIOTOBOPY Ha OKa3aHHE COOTBETCTBYIOIIMX YCIYT.

I'JTABA 3
CO3JAHUE CUCTEMBI 3AIUTHI THOOPMALIUN

16. Ha srane co3gaHus CUCTEMBI 3alIUThl MH(MOPMALMU OCYLIECTBISETCA peaau3alus Mep
M0 TEXHUYECKOHN M KpUIITOrpapuuecKoi 3aumTe nHpopmannuu, B TOM YUCIIE:

BHE/IpEHME  CpPEeACTB  3alllUThl  MH(pOpPMALMH, TMpoBepka UX  paboTOCIIOCOOHOCTH
¥ COBMECTUMOCTHU C aKTUBaMHU UH(GOPMAIIMOHHON CUCTEMBI;

KOPPEKTHPOBKa (MpH HEOOXOJUMOCTH) pa3pabOTaHHBIX Ha 3Tane MPOEKTUPOBAHUS CHCTEMBI
3alUThl UHGOPMAIIUU CTPYKTYPHOU U JIOTMUECKOM cXeM MH(POPMAIIMOHHOMN CHUCTEMBI;

KOPPEKTHPOBKa (MpH HEOOXOJMMOCTH) pa3pabOTaHHBIX Ha 3Tale MPOEKTUPOBAHUS CHCTEMBI
3alUThl MHGOPMALMM TPOEKTOB JIOKAJBHBIX IIPAaBOBBIX aKTOB U APYTUX OPTraHU3allMOHHO-
pacropsAaUTENbHBIX JOKYMEHTOB IO BOIPOCAaM MPUMEHEHHs CUCTEMbI 3aIUThl MH(OPMAIMK U UX
YTBEPKJICHHE.

17. B xone BHeApEeHUs CPEACTB TEXHUYECKOM W KpUNTOrpaduyeckoi 3auuThl HHPOpMALUU
OCYILIECTBISIIOTCSA:

UX MOHTaX Y HajaJKa B COOTBETCTBUU C IPOEKTAMU JIOKAJIbHBIX IIPABOBBIX aKTOB W JPYTUX
OpraHU3alMOHHO-PACTIOPSAAUTENBHBIX JOKYMEHTOB I10 BOIIPOCAM NPHUMEHEHUS CUCTEMBI 3alUThI
uHpOpMallMK,  PEKOMEHIALMSMU  HM3TOTOBUTENEH,  OrpaHUYEHUSMH,  YCTaHOBJICHHBIMHU
B CEPTU(HKATAX COOTBETCTBUS, TPEOOBAHUAMHU IO COBMECTUMOCTH CPEICTB KPHUMNTOTpapuueckon
3alUThl HH(OpMAIIH;

IPOBEpKAa KOPPEKTHOCTU BBIIOJHEHUS TAaKMUMHU CpEJICTBAMH TpPeOOBAaHMM IO 3aluTe
UHPOpPMALIUM B pealibHBIX  YCIOBHUAX OKCIUTyaTalldd Y BO  B3aMMOJCHCTBHHM  C aKTHMBaMHU



nH(pOpPMAIMOHHOW CcHCTeMBl. B paMkax TakoWl MpOBEPKH OMyCKaeTcs o0OpaboTKa TOJBKO
o01Ie10CTyTHON HH(POPMALINY;

MapKHPOBKa BCeX (PU3NUECKUX JTMHHUN CBSI3U COTIIACHO CTPYKTYPHOU cxeMe HH()OpMaImOHHON
CHCTEMBI.

18. Ilpu KOppEeKTUPOBKE pa3pa0OTaHHBIX HA ATAle MPOCKTUPOBAHMS CHCTEMBI 3alUThI
uHPOpPMALIMM  TPOEKTOB  JIOKAJIBHBIX  TPABOBBIX  aKTOB U JAPYIrHX  OpPraHU3alUOHHO-
pacIopsANTEIbHBIX JOKYMEHTOB IIO BOIPOCAM MPHUMEHEHHS CHUCTEMbI 3allUThl HWHGOpMAIHU
YUUTBIBAIOTCSl PE3yJAbTaThl BHEAPEHUS CPEJICTB TEXHUYECKOH M KPUNTOTPAPHUECKONW 3aIIUTHI
UHPOPMAIIUHU, TPOBEPKH MX PabOTOCTIOCOOHOCTH M COBMECTUMOCTH C aKTUBAMH MH(OPMAIMOHHON
CHCTEMBI.

I''IABA 4
OCOBEHHOCTH YKCILTYATAIIAU HTHOOPMAIIMOHHON CUCTEMBI
C IIPUMEHEHUEM CUCTEMBbI 3AIIIUTHI THOOPMALIUU

19. B mpornecce sKkcruryatanuu MHGOPMALMOHHONW CUCTEMBI C MPUMEHEHUEM aTTECTOBAHHOMN
B YCTaHOBJICHHOM TMOPSAKE CUCTEMBI 3allUTHl MH(OPMALIUK TOIpa3AesieHue 3allUThl HH()OpMaLun
WIM WHOE TMOJpa3jiencHue (JOKHOCTHOE JIMI0), OTBETCTBEHHOE 3a O0ECIEeuEHUE 3allllThl
uHpopMmanuu:

peanu3yer perJaMeHTUPOBAHHBIE B JIOKAJIBHBIX MPABOBBIX aKTaX M IPYTUX OPraHU3allMOHHO-
paclopsAUTEIbHBIX TOKYMEHTAaX IO BOMPOCAM IMPUMEHEHHUs CHUCTEMBbI 3alllUThl HH(POPMAIIUU MEPHI
10 3a1MTe HHPOPMaIUH,

peau3yeT MEpOIPHUSITHS IO BBIABICHUIO YIPO3, KOTOPbIE MOTYT MPHUBECTH K COOSM,
HapyIICHHUIO (YHKIIMOHUPOBAHUS MH(POPMALTMOHHOM CHCTEMBI, pearupoBaHHIO
Ha COOTBETCTBYIOIIUE COOBITUS U JTUKBUIAINH UX TTOCIEICTBUM;

NP BBISIBJIGHUH COOBITHH, KOTOphIe (PAKTHYECKH YTrPOKAIOT KOH(HIECHIHMATHHOCTH,
L[EJIOCTHOCTH, MOATUHHOCTH, JOCTYIHOCTH U COXPAHHOCTH MH(DOPMAIIUK UIIH MPEICTABIIAIOT COOOH
HapylIeHWEe IMOJUTUKH HMHPOPMAIMOHHOM Oe30macHOCTH, MPOBOAUT Ha BHEIMJAHOBOM OCHOBE
MEpONPUATHSL, IPEAYCMOTPEHHBIE B a03alle 1eCATOM HACTOSIIEH yacTu;

OCYIIECTBIISIET KOHTPOJIb 3a COOJIOJIEHHEM Yy COOCTBEHHHMKA (BIajelblia) HHPOPMAIIMOHHOMN
CUCTEeMBbl TpeOOBaHM, YCTAaHOBJIEHHBIX 3aKOHO/AATEIBCTBOM, JIOKAJbHBIMU IPABOBBIMU aKTaMHU
U IpYTUMH  OpPTaHU3alMOHHO-PACTIOPSIUTEIBHBIMA  JIOKYMEHTAMH  TI0 BOIIPOCAM  TIPUMEHEHUS
CHCTEMBI 3alUThI HH(OPMALIUH;

NPUHUMAET MEpHI, HalpaBJIEHHBIE HA COBEPIIIEHCTBOBAHNE CUCTEMBI 3aIIUTH HH()OpMAITUH;

IpY 3aKIOYEHUU U UCTIOJHEHUH COOCTBEHHMKOM (BiajieiblieM) HH()OPMAIIMOHHONW CHCTEMBI
JIOTOBOPOB  C OPUAMYECKUMH ¥ (PU3WMUYECKUMH  JIMI[AMH  TI0 BOIIpOCaM  OOeCTIeYeHHUs
(YHKIMOHUPOBAHUS, MOJAEPHMU3AIMN HHPOPMALMOHHON CHUCTEMBI YYacTBYeT B IIPOBEIACHUU
HaJIAaJOYHBIX PabOT U CEPBUCHOrO (TEXHUYECKOr0) OOCTYKMBAaHUS aKTHBOB HH(OPMaLMOHHON
CHCTEMBI, CPE/ICTB 3aIlIUTHl HH(POPMAIIHH;

Ha PEryJISIpHON OCHOBE, HO HE PEXKE OJTHOTO pa3a B TOJ CO JHS aTTECTAI[UU CUCTEMBI 3aIUTHI
UH(OPMAaLIUU TTPOBOIMT:

WHCTPYKTaXKH, HHBIE MEPOTIPHSITHS, HAIIPaBJICHHBIC HA MTOBBIIIICHNUE YPOBHS 3HAHHUH 1 HABBIKOB
pabOTHUKOB COOCTBEHHMKA (Biazenblia) HH(POPMALMOHHON CHCTEMBI 110 BOIIPOCAM HPUMEHEHHS
CHCTEMBI 3alIUTHl HH(OPMAIIMY B YACTH, X KaCaIOIICHCS;

aHanmu3 3((HEeKTUBHOCTH MPUMEHEHHUsI CUCTEMBbI 3aIIUThl UH(OpPMAIMH, BKIIIOYas MEPECMOTP
NPUMEHSEMBIX Mep II0 3aluTe WHPOPMAIMU Ha MpPeAMET WX aKTyalbHOCTH M HEOOXOIMMOCTH
BHECEHHUSI U3MEHEHUH B CHCTEMY 3aIlUThl HH(POPMAIIHH.

Pe3ynbpTaThl poBeICHUST MEPONIPUATHH, IPEAYCMOTPEHHBIX B a03alle IeCATOM YacTh TEepBOU
HACTOSILEro MYyHKTa, JOJDKHBI OBITh OTpa)keHbl B JOKYMEHTE MPOMU3BOJIBHON (POPMBI, KOTOPBIN
MO/JICKUT  YTBEPXKACHUIO  PYKOBOJUTEIEM  OpPraHM3allid — COOCTBEHHHMKA  (BIIAJeNblla)
UH(POPMALIMOHHON CUCTEMBI.

20. B cnyyae HEBO3MOXHOCTHM YCTPAHEHHS BBISIBICHHBIX B IPOLECCe HKCITyaTaluu
UH(POPMALIMOHHOM CHUCTEMbI HapyIIeHUH ee (YHKIIMOHUPOBAHUS B TEUCHHUE IISTH PabOUYMX JHEH



C MOMEHTA BBISIBICHUS TaKWX HapylIeHWW COOCTBEHHUK (Biajaesnelr) WH()OPMAIMOHHOW CHUCTEMBI
00s13aH TIpeKpaTuTh 00paboTKy MHGOPMAITUH, PACTIPOCTPAHEHHUE U (MITN) TIPEAOCTABICHHE KOTOPOU
OTPaHUYEHO, O YeM NMUChbMEHHO npouHdopmupoBats OAIL.

B cnydae xommpomeTanuu KpUNTOrpadUUecKUX KIIOYeH CpPeICTB KPUNTOTpapuyuecKon
3amuThl  WHGOpMANMK  COOCTBEHHUK  (Biazenen) WHMOOPMAIMOHHOM  CHUCTEMBI  00s3aH
HE3aMeUTUTEIBHO MPEKPATUTh NCIIOIB30BAHNE TAHHBIX CPEICTB I 00pabOoTKH HH(OPMAIIHH.

21. Ilpu  momy4eHMH  COOCTBEHHHUKOM  (BiagenblieM) HHGOPMAIMOHHOW  CHUCTEMBI
0T (PM3UYECKOTO JIMIIA €TO IEPCOHANBHBIX JaHHBIX, IPEIOCTABICHHBIX THM (PU3UIECKUM JTUIIOM Oe3
UCIIONIb30BAaHUSl  CPEACTB  KpunTorpadguueckod  3amurhl  MHGOpMALMK, MPEIOCTaBICHUE
B IIOCJIEAYIONIEM JTHX IEPCOHAIBHBIX JIAHHBIX TEM K€ COOCTBEHHMKOM  (BIIa/ICIbIIEM)
MH(OPMALIMOHHONW CHCTEMbl Ha3BaHHOMY (U3MUYECKOMY JIMILy MOXKET OCYIIECTBISAThCS Oe3
UCTIOJIb30BAaHUS CPEJICTB KPUNITOrpahuIeCcKOi 3auTsl HH(POpMAIUH.

22. Ilpu HaIWYMK HECKOJbKUX BBEJEHHBIX B AKCIUTyaTalil0 HHGOPMAIMOHHBIX CHUCTEM
CcOOCTBEHHUK (Biajenen) 3TUX HMH(OPMALMOHHBIX CUCTEM OO053aH YTBEPAWUTH MU MOJAEPKUBAThH
B aKTyaJIbHOM COCTOSTHUH NIEPEYEHb TAKUX CUCTEM C YKa3aHHEM B HEM IPUCBOEHHBIX TUM CUCTEMaM
COOTBETCTBYIOIINX KJIACCOB THIIOBBIX MH(MOPMAIIMOHHBIX CHCTEM.

23. MopaepHuzanus ASHCTBYIOIIMX CUCTEM 3alIUThl HHPOPMAIH OCYIIECTBISETCS B IOPSIKE,
YCTaHOBIIEHHOM HacTosAmuM [losoykeHreM Aiisi POSKTHUPOBAHUS M CO3/aHUS TAKHX CHCTEM.

24. B cnydae mpekpalleHus OKCIUTyaTallud HWH(OPMALMOHHOW CHUCTEMBbl COOCTBEHHUK
(Bmazmenen) WHPOPMALMOHHON CHCTEMBI B COOTBETCTBHUU C JIOKAIBHBIMU IPABOBBIMH aKTaMHU
U IPYTUMHU  OPTraHU3allMOHHO-PACIIOPSIUTEIbHBIMU JTOKYMEHTAMHU [0 BOIPOCaM MPUMEHEHUS
CHCTEMBI 3alIUTHl HH(OPMAIIMY TPUHUMAET MEPHI T10:

3amuTe uHpopmanuu, KoTopas oopadaTeiBagach B UHGOPMAIIMOHHON CHCTEME;

pEe3epBHOMY  KONHMPOBAaHWIO  WHGOpMAIMKA W KpUnNTorpaguyecknx  Kioded  (mpu
HEO0OXOIUMOCTH ), 00ECTICYCHUIO MX KOH(UIECHIINATBEHOCTH U [EIOCTHOCTH;

YHUUYTOXXKEHUIO (yAalleHHu0) HHQOpMAlMK U KPpUNTOrpaUuecKux KIoYeld ¢ MallMHHbBIX
HocuTeneil nHpopMay U (WIM) YHUYTOKEHHUIO TAKUX HOCUTENEH HH(DOpMAIIH.



[Ipunosxxenue 1

K [TosioxeHnto o mopsiKe TEXHUIECKON

W KpunTorpadguyeckoi 3ammTel HHPOPMaIUH

B UH(OPMAIIMOHHBIX CUCTEMaX, IPeAHA3HAYEHHBIX
U1t 00paboTk HH(DOPMAITIH, pacIipocTpaHeHUE

U (WIK) IpeIoCTaBlIeHHe KOTOPOH OrpaHMYCHO

(B pemakuuu nprkasa
OnepaTUBHO-aHAJIUTUYECKOTO LIEHTPa

npu IIpesunente Pecybnuku benapych
10.12.2024 Ne 259)

KJIACCBI
THIOBBIX HH(POPMALMOHHBIX CHCTEM

1. Knacc 4-uH — nHpOpMaLMOHHbIE CHCTEMBI, B KOTOPBIX 00pabaThIBAIOTCS MEPCOHATIbHBIE
JaHHbIC, 32 UCKJIIOYCHHEM CIICHUAIBHBIX TEPCOHATBHBIX JTaHHBIX, W KOTOPbIE HE UMEIOT
HOJKJIFOUEHUH K CETSAM 3JIEKTPOCBA3U OOLIETO MM0JIb30BaHUs (OTKPHITHIM KaHallaM Iepe/iaul JaHHbIX )
(Tasree — OTKPBITHIC KaHAJIBI IEPEAayl JaHHBIX).

2. Knacc 4-criery — nH(opMaIiOHHbIE CUCTEMBI, B KOTOPbIX 00pabaThIBalOTCS ClIELUAIbHBIE
NEpCOHANbHBIC JaHHBIC, 3a UCKIIOYEHHEM OHMOMETPHUYECKMX | FeHETHYECKUX MEePCOHAIBHBIX
JAHHBIX, U KOTOPbIC HE UMEIOT MOJKIIOUYEHUHN K OTKPHITHIM KaHaJaM Mepejau TaHHbIX.

3. Kinacc 4-6r — uHpOpMaLIMOHHBIE CUCTEMBI, B KOTOPBIX 00pa0daThIBAIOTCS OMOMETpUYECKHE
U FeHeTUYECKHE NIEPCOHAIbHbIC JAHHBIE U KOTOPBIE HE UMEIOT MOAKIIIOYEHNH K OTKPBITHIM KaHalaM
nepeaayn JaHHbIX.

4, Knacc 4-ron— wHGOpPMAIIMOHHBIC CHUCTEMBI, B KOTOPBIX OOpabaThiBaeTCss HHGOpMAIus,
COCTABIIAIONIAsi KOMMEPUYECKYI0O W MHYIO OXpPaHSEMYI0 3aKOHOM TaiHy IOPHIMYECKOTo JIHIIA,
pacrpocTpaHeHue U (MJIM) NpeaoCTaBIeHUE KOTOPOH OTpaHHYeHO (3a MCKIIOYEHHEM CBEICHUH,
COCTABIIIIONINX TOCYAApPCTBEHHBIE CEKPETHl, W CIY)KeOHOH wWHGOpMAMM  OTPaHUYEHHOTO
pacrpoCcTpaHeHUs ), U KOTOPbIE HE UMEIOT NOJKIFOUEHUH K OTKPBITHIM KaHajlaM Nepeaayy JaHHbIX.

5. Knacc 4-mcn— uH@QOpPMAaIMOHHBIE CHUCTEMBI, B KOTOPBIX 00pabaTbIBaeTcst ciy:keOHas
UHpOpMalKs OrPaHMYEHHOTO PaclpOCTPaHEHHs! U KOTOPble HE UMEIOT MOAKIIOYEHUN K OTKPBITHIM
KaHaJlaM Tiepeiaun JaHHBIX.

6. Kimacc 3-uH — nH(popMalMoOHHbIE CHUCTEMBI, B KOTOPBIX 00pabaThIBaOTCS MEpPCOHAIbHBIE
JAHHBIE, 34 UCKJIIOYEHUEM CIIEIUAIBHBIX TEPCOHAIBHBIX JAaHHBIX, M KOTOPBIC MOJIKIIOYCHBI
K OTKPBITBIM KaHaJlaM Iepeiadu JaHHbIX.

7. Knacc 3-cnen — nH(OpMallmoOHHbIE CUCTEMBI, B KOTOPBIX 00pa0aThIBAIOTCS CHEIUAIbHbBIE
NEepCOHANbHbIE JaHHBIE, 3a UCKIIOUYEHHUEM OMOMETPHUYECKUX M FeHETHYECKUX MEepCOHAIbHBIX
JAHHBIX, ¥ KOTOPBIE IMOAKIIOYCHBI K OTKPBITHIM KaHaJaM Nepeaad TaHHbBIX.

8. Kimacc 3-0r — uHpOpMAaLIMOHHBIE CUCTEMBI, B KOTOPbIX 00padaThIBAlOTCS OMOMETpUYECKHe
Y TeHETUYECKHE TIePCOHAIBHbIE JaHHBIE U KOTOPHIC TIOIKITFOUEHBI K OTKPBHITBIM KaHAJIaM Iepeadn
JTAaHHBIX.

9. Kimacc 3-tonm — mH(MOpMAIMOHHBIE CHUCTEMBI, B KOTOPBIX OOpadaThiBaeTcsi WH(GOpMAIIHS,
COCTABJIAIONIAs] KOMMEPUYECKYI0O U MHYIO OXpPaHSEMYI0 3aKOHOM TaillHy IOPUIMYECKOro JIHIA,
pacripocTpaHeHre W (WJIH) TPEIOCTaBICHHE KOTOPOH OTPaHWYCHO (32 MCKIIOYEHHUEM CBEICHU,
COCTABIJIIIOLIMX TOCYJApCTBEHHBIE CEKpPEeThl, W CIY)KEOHOH HH(pOpMAIMM  OrPaHUYEHHOIO
pacIpoCTpaHEeHHs), U KOTOPBIE IMOAKIIIOYSHBI K OTKPBITHIM KaHajlaM Mepeau TaHHBIX.

10. Knacc 3-acn — uH(pOpMalMOHHBIE CHCTEMBI, B KOTOPBIX 0OpabaThiBaeTcsl ciyxeOHas
UHPOPMAINKS OTPAHHMUYEHHOTO PACIPOCTPAHEHUS W KOTOPHIE MOJKIIOYEHBI K OTKPBITHIM KaHAJIaM
nepeaayn JaHHbIX.



[Ipunoxenue 2

K TTosoxkeHuto o mopsiKe TEXHUIECKOU

U KpUNTOrpagruecKoi 3aiuThl HHPOPMALIUH

B WH(OPMAITMOHHBIX CHCTEMaX, IPeJHa3HAYEHHBIX
IU1s1 00paboTkn HH(DOPMAIIHH, PaCIIPOCTPAHCHIE

U (WJIM) IpelocTaBIeHNe KOTOPOi OTpaHIMYEHO

(B penakiuu npukasa
OnepaTHBHO-aHATUTHYECKOTO IIEHTPa

npu Ilpesunente Pecyonuku benapyce
10.12.2024 Ne 259)

dopma

YTBEPXIAIO

(HamMeHOBaHHE TOJDKHOCTH
PYKOBOAMTEISI OPraHU3ALINH)

(moNKCh, MHUIHABL, (haMUIINS)

.20

AKT
OTHeceHHMs] HH(POPMALMOHHOI CHCTEMBI K KJIaccy (Kaaccam)
TUNOBBIX HHPOPMALMOHHBIX CHCTEM

(HaI/IMeHOBaHI/Ie 1 MCCTO HAXOXACHUA OpFaHI/I3a].[I/II/I)

Hacrosmumii akT cocTaBieH KOMUCCHEH, Ha3HAYCHHOMN

(BHI TOKyMEHTA)
or . 20 Ne , B COCTaBe:
npeacenarest
YJICHOB KOMUCCHUU:

O TOM, 4YTO B I/IH(I)OpMaL[I/IOHHOP'I CHUCTCMC

(TmonHOE HaMMeHOBaHNE HH()OPMAITHOHHON CHCTEMBI)
KOTOpasa K CCTAM 3JICKTPOCBA3U O6IH€FO II0JIB30BaHUA
(MoKITIOYeHA WITH HE TTOIKITIOUCHA)
(OTKpBITBIM ~ KaHallaM IepeJjaud JaHHbIX) U B KoTopod Oyzner (Oyayr) oOpabaThiBaThCs

(yxa3bIBaeTcst BUJ HHPOPMANHH, PACTIPOCTPaHEHHE U (MJIH) TIPEIOCTaBICHHE KOTOPOH OTpaHNYEeHO, COTTIACHO YacTH

niepBoii ctateu 17 3akoHa Pecyonuku benapych «O0 nnbopMaiuu, nHGOpMATH3AIMH U 3a1UTe HH)OpMAITHN))
MPHUCBOEH (MPUCBOCHBI) KJ1acc (KITacChl)

HpCI[CG,Z[aTCJ'IL KOMHUCCHHU

(monmnuce) (vHMDMATBI, (haMMITHS)
YJteHBI KOMUCCUU:

(Toamucs) (nHUTMATE, paMUITH)

(monmnuce) (vHUDMATBI, (haMMITHS)



ITEPEYEHb
TpeOOBaHUIl K cHcTeMe 3aIUThI MH(pOopMauy, NoAJIesKaUX
BKJIIOYCHHIO B TEXHHYECKOE 3a]aHue

[Ipunoxxenue 3

K [TosioxeHnto o mopsiKe TEXHUIECKON

W KpunTorpadguyeckoi 3ammTel HHPOPMaIUH

B UH(OPMAIIMOHHBIX CUCTEMaX, IPeAHA3HAYEHHBIX
U1t 00paboTkH HH(DOPMAITIH, pacIipocTpaHeHHE

U (WIK) IpeIoCTaBlIeHHe KOTOPOH OrpaHMYCHO

(B pemakuuu nprkasa
OnepaTUBHO-aHAJIUTUYECKOTO LIEHTPa

npu IIpesunente Pecybnuku benapych
10.12.2024 Ne 259)

HaumenoBanue tpeboBaHuit

Kiaccer THIIOBBIX I/IH(I)OpMaI_[I/IOHHLIX CHUCTEM

4-yn, 3-uH,

A-criexr 4-6r| 4-101 | 4-ncn 3-crex

IAyuT 0€30TacHOCTH:

11

OIIpe/ieJIeHUE COCTaBa CBEACHUI O COOBITUSX
MH(OpMaLMOHHO 6€3011aCHOCTH, MOIIEKAIIIX
eTUCTPALIIH

+ + + + + + + +

1.2

oOecrieueHre cOopa 1 XpaHeHHs! CBEJICHUI

0 COOBITHSX MHPOPMAIMOHHOW 6€30MacHOCTH

B TCUCHUE YCTAaHOBJICHHOTO CPOKA XPaHECHUSI, HO
He MeHee 0JTHOrO roja

13

oOecrieueHre IeHTPATIN30BaHHOTO cO0pa M XpaHCHHS +/- + +/- +/- + + + +

CBeICHUI 0 COOBITHAX WH(POPMAITHOHHOM
0C30IaCHOCTH B T€UCHHE YCTAaHOBJICHHOTO CPOKa
XpaHEeHHs, HO He MEHee OJTHOTO To/ia

1.4

ompeneneHue crocoda (IIpOCMOTp, aHAIH3)
W IEPUOAMYHOCTH MOHUTOPUHTA COOBITUI

MHGOPMAIMOHHOK 6€30MaCHOCTH YIIOJTHOMOYEHHBIMH
Ha 9TO MOJIH30BATEIIIMU HHOOPMAITHOHHON CUCTEMBI

15

oOecrieueHne cOopa 1 XpaHeHHs HHpOpMaIH

0 (QYHKIIMOHMPOBAHUU CPEIICTB BHIUHCIUTEIBHOMN
TCXHUKH, TCIICKOMMYHUKAIITUOHHOTO O60py£[0BaHI/I$I
1 CPEACTB 3alIUThI I/IH(I)OpMaHI/II/I B TCUCHUC
YCTAaHOBJICHHOTO CPOKa XpaHEeHHs, HO HE MEHee
0JTHOTO rojia

TpeboBaHus M0 00ECTICUYCHHUIO 3aITUTH HHPOPMAIIUH:

2.1

[perJIaMeHTaIMsI OPSIKa NCTIOJIb30BAHMS
B MH(POPMAITMOHHON CHCTEME CHEMHBIX HOCHTEIEH
MHGOPMALIH, MOOMIIBHBIX TEXHUIECKHUX CPEICTB
1 KOHTPOJIS 32 TAKMM HCIIOJIb30BaHUEM

2.2

obecreueHne KOHTPOJIS 32 pad0TOCTIOCOOHOCTEIO,
[apaMeTpaMy HaCTPOUKU U NIPaBUIILHOCTBIO
(hyHKIIMOHUPOBAHUS CPEIICTB BEIYUCIUTEIIEHON
TEXHUKH, TEJICKOMMYHHUKAIIHOHHOTO 000PYIOBaHHUS,
CUCTEMHOT'0 TIPOTPAMMHOT0 0OECIICYCHUS U CPEIICTB
3alUThl KHPOPMALIUU

2.3

oOecreyeHue 3allIATBI OT HECAHKIIUOHUPOBAHHOT'O
AO0CTYyIla K pE3CPBHBIM KONIMAM, ITapaMeTpam

HaCTpOﬁKH TCJIICKOMMYHHUKAITUOHHOT'O 060pyz1013aH14$1,

CHCTEMHOT'0 TIPOTPaMMHOT0 00ECIIEYCHUS, CPEIICTB
BamuThl HHOOPMAIIUY U COOBITUSM OE€30MMaCHOCTH

TpeboBanus Mo 0OeCTIeUeHNTO0 HASHTH()UKAITUN
1 ayTeHTU(UKAIINHN:

3.1

obOecrieueHne pa3rpaHudeHUs JOCTYyTa
[0JIb30BaTENIEH K CPEJCTBAM BBIYMCIU-TEIBHON

3-6r| 3-ro1 | 3-macm




TEXHHUKH, TEJIEKOMMYHHUKAlIMOHHOMY 000pY/JOBaHHIO,
CUCTEMHOMY U IPUKJIAJHOMY IIPOrPaMMHOMY
00eCIIeUeHHIO M CPEJICTBAM 3aIlUThl HHQOpMAaLUH

3.2

obecrieueHne HACHTH(UKAINY U ayTeHTH(OUKALINT
M0JIb30BaTeNei aKTHBOB HH(OPMAIIMOHHON CUCTEMBI,
CPEJCTB 3aIIUTHl HHPOpPMAIUU

3.3

oOecrieueHre 3aluThl 00paTHOM CBS3U MPH BBOJC
ayTeHTH(UKAIMOHHOW MHPOPMAaIK

3.4

obecrieueHre MOJTHOMOYHOTO YIIpaBieHus (CO3aHue,
AKTHBAIWA, OJIOKMPOBKA M YHUYTOXECHHUE) YIETHBIMU
BarycsIMu MOIb30BaTeIeH HHPOPMATMOHHON
CHCTEMEI

3.5

oOecriedeHre KOHTPOIIS 33 COOTIOICHHEM TIPaBHIT
reHepalyy U CMEHBI IapoJiel N0JIb30BaTENeH
MHGOPMAIIMOHHON CUCTEMBI

3.6

oOecIIeueHNe ICHTPAIN30BaHHOTO YIIPABICHHUS
[YYETHBIMH 3aIIMCSIMU MOJIB30BATEIICH
MH(OpMaLMOHHOM CUCTEMBI

+/—

+/—

+/—

+/—

+/—

3.7

oOecrieueHre OIOKMPOBKHU JIOCTYIA K aKTHBaM
MH()OPMALIMOHHO CHCTEMBI, CPEICTBAM 3aLLUTHI
MH(OpMAaLUK MOCIIE HCTEYCHUS YCTAaHOBICHHOTO
BpeMeHHU Oe3/1eHcTBUS (HEaKTUBHOCTH) TT0JIb30BATENS
MH(OPMALIMOHHOM CHCTEMBI I 110 €r0 3aIpocy

TpeOGoBaHusI MO 3aLIUTE CHCTEMBI 3aIIUTHI
nHQOpMAINH HHPOPMAIIMOHHOHN CHCTEMBI:

41

M3MEHEHHE YCTAHOBJICHHBIX 110 YMOJIYaHHIO
[PEKBH3HUTOB JIOCTyNA K aKTHBaM MH(POPMAIIMOHHON
CHCTEMBI, CPEJICTBAM 3aIINTH HH(pOPMAIMN JTH00
0JIOKHPOBAaHHE BO3MOKHOCTH MX HCIIOJIb30BAHUS

4.2

oOecrieueHne 3aMeHbl MIIN MOJIEPHU3ALINH aKTHBOB
MH()OPMALMOHHOM CHCTEMBI, CPE/ICTB 3aINTHI
nH(OpMAaLMK MTOCIIE HCTEUCHUS YCTaHOBJICHHOTO
JUIsI HUX CPOKA 3KCIUIyaTallMy, 32 UCKIIOUEHUEM
CIIy4aeB, BJIEKYIIMX IIPEKpallcHue

(O YHKIIMOHMPOBAHUS STHX aKTHBOB M CPEJICTB

4.3

oOecriedyeHne KOHTPOIISA U YIPaBIeHUS GU3HIECKUM
JIOCTYIIOM B ITOMCHICHUSA, B KOTOPBIX IMMOCTOAHHO
[pa3MerarTcs aKTUBbl HHHOPMALIMOHHOM CHCTEMBI,
CpeICTBa 3aIUTHI HHPOPMALIUT

4.4

CUHXPOHM3AIIHS CHCTEMHOT'O BPEMCHH aKTHBOB
MH()OPMAIMOHHOM CHCTEMBI, CPEJICTB 3aIIUTHI
MHPOPMALIMHU OT eAUHOTO (00IIero) HCTOYHUKA

O0ecnieueHre KPUITOrpapUIecKoil 3aIHuThl
mH(opManu:

5.1

obecrieueHrne KOHPUICHIIMATEHOCTH U KOHTPOJIS
[IeJIOCTHOCTH HH(OpMALNH IIPH ee Tiepeade
[TOCPE/ICTBOM CETEH AJIEKTPOCBS3U 00IIero
[0J1b30BaHuUsl (OTKPBITHIX KaHAJIOB Tepeadn JaHHbIX )
(cpexcTBa nmuHEWHOTO MH(POBAaHUS U (FITN)
peaBapUTEIHHOTO IH(PPOBAHHS)

5.2

obecrieyeHne KOHOUICHINAIEHOCTH U KOHTPOJIS
[[EJIOCTHOCTH MH(OpMALIUK NIPU ee XpaHSHUH

B MH(POPMAITMOHHON cucTeMe (CpeacTBa
peIBapUTEIHHOTO IH(PPOBAHHS)

+/—

+/-

+/—

+/—

+/—

+/—

53

oOecrieueHne MOMTMHHOCTH U KOHTPOJIS [IETOCTHOCTH
PIEKTPOHHBIX JOKYMEHTOB B HH(OPMAIIMOHHOM
cucteMe (CpeJCTBa AIEKTPOHHOH NU(pPOBOMA
[OJIITUCH)

5.4

oOecrieueHre KOHTPOJIS 1IEJIOCTHOCTH MH(OpMAaLK
B MH(POPMAIIOHHOW cucTeMe (CPeICTBa KOHTPOJIS

[ICJIOCTHOCTH)




5.5

obecrieueHne KOHPUICHIIMATBHOCTH U KOHTPOJIS
[[€JIOCTHOCTH JIMUHBIX KJIFOYEH, UCTIONB3yEeMbIX IpU
BHIPA0OTKE AIIEKTPOHHOI 1] pOBOI ToAICH
(xpunrorpagpuyeckuii TOKeH u (MI1) CpeacTBa
BHIPAOOTKH JICKTPOHHOH LM POBOI MOAICH)

5.6

obecrieueHre MHOTO(GaKTOPHOH U (Win)
MHOTO3TaIHON ayTeHTU(HUKALMK MOJTb30BaTeNeH

B MH(pOPMAITMOHHON cucTeMe (KpurTorpadnaecKuit
TOKEH U (W) CPEICTBA BRIPAOOTKHU ICKTPOHHON
1 POBOH TOITUCH)

+/—

+/—

+/—

+/—

+/—

+/—

+/—

+/—

5.7

M3aHue CepTU(GUKATOB OTKPBITHIX KIIOUYEH MPOBEPKU
PiekTpoHHOH IH(POBOI moamucH (YIOCTOBEPSIFOIINI
[ICHTP, PETUCTPALIMOHHBIN IEHTP (IIPU €T0 HAIUYHN),

CpelICTBa DJISKTPOHHOHN U(POBOH MOIHCH)

JlomroTHUTEIbHEIE TPEOOBAHUS IO 00ECIICUCHUIO
3alKThl HHPOPMAalMY B BUPTYaJIbHOU

uHdpacTpyKTYype:

6.1

00eCIIeueHHE 3alUThl OT arPECCUBHOTIO
MCII0JIb30BAaHHS PECYPCOB BUPTYaIIBHOI
MH(PACTPYKTYPHI IOTPEOUTEINSIMH YCIIYT

+/-

+/-

+/-

+/-

6.2

oOecrieyeHne 3aIuThl BUPTYaJIbHOI
MH(PACTPYKTYpBl OT HECAHKIIHOHUPOBAHHOTO
MOCTYIa ¥ CETeBBIX aTaK M3 BUPTYaIbHOM U (MIIH)
(bH3HYECKOIT CeTH, a TAKXKe BUPTYaJIbHBIX MAIIUH

+/-

+/-

+/-

+/-

6.3

obecrieueHne 6e30MacHOro MEPEMEICHUS
BUPTYaAIIbHBIX MAIIUH U 00pabaThIBaEMOM Ha HUX
MH(bOpMaIu

6.4

oOecreueHne PE3CPBHOIO0 KOMMMPOBAHUA
BUPTYAJIbHBIX MAlllMH

+/—

+/—

6.5

oOecrieueHne pe3epBUPOBAHHS CETEBOTO
o0opynoBaHus mo cxeme N+1

+/—

+/—

+/—

+/—

+/—

+/—

6.6

(hr3nveckast M3OJAIMSI CETMEHTa BUPTYaIbHON
MHQPACTPYKTYPHI (CHCTEMa XpaHEHHUS U 00paboTKH
MH(pOPMAIINH), PETHA3HAYCHHOTO /151 00pabOTKH
MH(pOpPMAIINH, pacpOCTpaHeHue U (UITH)
[peoCcTaBlIeHHE KOTOPOil OTpaHNYeHo,

HE OTHECEHHOH K rOCy/IapCTBEHHBIM CEKpeTaM

+/—

+/—

+/—

+/—

+/—

+/—

Hble TpeOoBaHuUS:

7.1

OIIPCACIICHNUE NTEPCYHA pa3pCICHHOTO IPOrpaMMHOIO
oOecreueHus u periraMeHTalra nopsijika €ro
YCTAHOBKH M MCIIOJIb30BaHUA

7.2

oOecrieueHrne KOHTPOJIS 32 COCTABOM aKTHBOB
MHQOPMALMOHHONW CHCTEMBI, CPEACTB 3aIIUTHI
nHpOpPMALIIT

7.3

ABTOMATH3MPOBAHHBINA KOHTPOJIb 32 COCTAaBOM
AKTUBOB MH(OPMALMOHHOW CHCTEMBI, CPE/ICTB
BanTel HHpOpPMAIUU

7.4

MCIIOJIb30BaHUE aKTUBOB HH(OPMAIIMOHHOW CUCTEMBI
0] TT0JIb30BATEIIHLCKIMH YUETHBIMH 3aITUCSIMH
(1ICTIONTP30BaHKE YUETHBIX 3aIHMCel, UMEIOIINX
QIMUHUCTPATUBHbIE IPUBUIIETHH, TOJIBKO B CIIydae
YIIpaBJICHUs] aKTHBaMH HH()OPMAIIMOHHON CHCTEMBI
VUTM HOJIMYUST 0COOEHHOCTEH (DyHKIIMOHUPOBAHUS
AKTMBOB WH(OPMAIMOHHOM CUCTEMBI)

7.5

OIPCAACIICHNUE COCTaBa U COACPIKAHUA I/IH(i)OpMaIII/II/I,
HOHHG)K&HIGﬁ PE3CPBHOMY KOITUPOBAHUIO

7.6

obecrieueHre pe3epBHOro KONMUPOBaHHs HHpopManuu

7.7

obecrieueHne pe3epBHOrO KOMMPOBAHHS
KOH(MUTYPAIIMOHHBIX (ailioB
[TEJIEKOMMYHHKAIMOHHOTO 000pY10BaHUsI

+/—-

+/—

7.8

obecrieueHre 0OHOBJICHHS TPOTPAMMHOTO

oOecrcueHHUs U KOHTPOJIA 38 CBOEBPEMCHHOCTBIO




TaKOTO OOHOBJICHHUS, 32 HCKITIOUCHUEM CITy4acs,
BIIEKYIIUX MPEKpPAICHUe PYHKIUOHUPOBAHUS STUX
AKTHBOB U CPEJICTB

7.9 |oOecrnevyeHre CerMEHTHPOBAHUS (U30JISIIIUK) CETH +H— || H- | H- + + + +
YIIPABJICHUS AKTHBAMHU WH()OPMAIIMOHHON CUCTEMBI,
CpeICTBAMU 3aIUTHI MHPOPMAIIMH OT CETH TIEpPEaaun

JTAHHBIX

7.10 |oOecneueHne 3aIUTHI OT BO3AEUCTBUS BPEIOHOCHBIX + + + + + + + +
[mporpamMm

7.11 |obGecrieueHne ynpaBaeHuUs HHPOPMATHOHHBIMA - || H- | H- + + + +

MOTOKaMH (BHYTPEHHUMH M BHEIITHIMHU )
(MapIIpyTH3aIus), HCIOIH30BAHNE MapIIPYyTH3aTOPa
(koMMyTaTOpa MapIIPyTU3UPYIOMIETO)

7.12 |obGecrieueHne MEXCETEBOTO AKPAHUPOBAHHS TIPH - || H- | H- + + + +
MHPOPMAMOHHOM B3aUMOJICHCTBUH (BHYTPCHHEM
1 BHEIITHEM ) 110 TIPOTOKOJIAM CETEBOTO

1 TPAaHCIIOPTHOT'O YPOBHEH

7.13 |obecrieueHre OOHAPYKEHUS U TIPEIOTBPAIICHHS +H— || H- | H- + + + +
BTOP)KCHUI PU MHPOPMAIIMOHHOM B3aUMOJICHCTBUN
(BHYTpEHHEM U BHELTHEM)

7.14 |obGecrieueHre OOHAPYKEHUS U TIPEIOTBPAIICHHS +H— || H- | H- + + + +
BTOP)KCHUI B MHOOPMALMOHHOM CHCTEME TIPH
MCIIONIb30BAaHHUU B HEH OECIIPOBO/IHBIX KaHAJIOB
nepenaun nanHelx (Wi-Fi u (wm) ap.)

7.15 |obOecnieveHre OOHAPYKSHUS U IPEIOTBPAIICHHS H— || - | - +— | -] H- +
yTedeKk HHYOpMALH U3 HHPOPMAIIMOHHON CHCTEMBI,
MCIIONIb30BaHHUE CUCTEMBI OOHAPYKCHUS yTeUeK
nH(GOopManuK n3 MHPOPMAITOHHONW CHCTEMBI

7.16 |oOecrieueHre KOHTPOJIS 32 BHEIIHUMHU - || - | - + + + +
OIKJTIOUEHHAME K HH()OPMAIIMOHHOM crcTeMe
7.17 |exerojiHoe MPOBe/IeHHUE OLIEHKU 3PPEKTUBHOCTH +— |- H- | +- +/— + | +/- +

BAIIUIIEHHOCTH HH()OPMAIIMOHHOM CUCTEMBI
(TecTHpoBaHUE Ha NPOHUKHOBEHHE)

7.18 |oGecnieueHre OOHAPYKEHUS M PEATUPOBAHUS +H— || H- | H- +/— + | - +
Ha yrpo3bl 6E30MACHOCTH KOHEYHBIX Y3JI0B (YPOBHSI
y3712) B MHQOPMAIIMOHHOW CUCTEME

7.19 |obecreueHue IEHTPATM30BAaHHOTO COOpa U XpaHeHust | +/— | +/—| +/— | +/- + + + +
cBenennii o DNS-3anpocax akTuBoB
HH(POPMAITHOHHON CHCTEMBI, CPE/ICTB 3aIUThI
HH(MOPMAIK B TEUCHHE YCTAHOBICHHOTO CPOKa
XpaHeHHs, HO He MEHee OJHOr0 MecsIa

IIpumeyanus:

1. O6o3naueHust «4-uny, «4-cuemy, «4-or», «4-wmy, «4-acmy», «3-uny», «3-cuemy, «3-0r», «3-10a» u «3-acIm»
COOTBCTCTByIOT KJ1acCaM THUIIOBBIX I/IHq)OpMaHI/IOHHBIX CUCTEM.

2. TpeGoBaHus, OTMEUSHHBIE 3HAKOM «+», SBISIOTCS 00513aTEbHBIMH.

3. TpeGoBaHus1, OTMEUEHHBIE 3HAKOM «+/—», SBJSIFOTCSI PEKOMEHIYEMbIMHU.



[Ipunosxxenue 4

K [TosioxeHnto o mopsiKe TEXHUIECKON

W KpunTorpadguyeckoi 3ammTel HHPOPMaIUH

B UH(OPMAIIMOHHBIX CUCTEMaX, IPeAHA3HAYEHHBIX
U1t 00paboTkH HH(DOPMAITIH, pacIipocTpaHeHHE

U (WIK) IpeIoCTaBlIeHHe KOTOPOH OrpaHMYCHO

(B pemakuuu nprkasa
OnepaTUBHO-aHAJIUTUYECKOTO LIEHTPa

npu IIpesunente Pecybnuku benapych
10.12.2024 Ne 259)

METO/bI
00e3IMYMBaHNS NIEPCOHATBHBIX JAHHBIX

1. JIna oGe3nruuBaHus IEPCOHATIBHBIX JAHHBIX MCIIOJIB3YIOTCS CIIEIYIOLIE METO/IbL:

BBEJICHUE HJICHTU(UKATOPOB;

U3MEHEHHE COCTaBa;

JEKOMITO3UIINS;

IepEeCTaHOBKaA.

2. Meron BBeZieHUsI WACHTU(UKATOPOB PEATU3yeTCsl IyTEM 3aMEHBI IePCOHANBHBIX TaHHBIX
WINA YacTU IEPCOHANbHBIX JAHHBIX, MO3BOJIAIOUINX MACHTU(OUIUPOBATh CYOBEKTa MEPCOHATBHBIX
JaHHBIX, UX I/II[eHTI/I(bI/IKaTOpaMI/I " CO3aaHuA Ta6JII/ILII)I COOTBCTCTBUSA C MOCICAYIOUM pa3acIbHBIM
XpaHEHHEM HJIEHTU(PUKATOPOB U TAOJIHII.

3. Meron WM3MEHEHHsI COCTaBa pealu3yeTcsl MyTeM OOOOIICHHs, W3MEHEHHUS WM YAaJICHUs
YacTH CBEACHUH, TMO3BOJSIOIIMX HICHTU(DUIMPOBATh CYOBEKTa IEPCOHAIbHBIX JAHHBIX,
C nmocjicAyromuyuM pa3acCIibHbIM XPaHCHHUECM IIOJIYYCHHBIX MNCPCOHAJIBHBIX HOAHHBIX U IIPaBHII
M3MEHEHUS.

4. MeTo AeKOMITO3UIINY peain3yeTcsl MyTeM pa30MeHHsI MHOXKECTBA 3alMCel MepCOHAIbHBIX
JTAHHBIX Ha HECKOJIKO TIOJMHOXKECTB M CO3JaHUs TaOJML, YCTAaHABIMBAIOIIUX CBA3M MEXKIY
MMOAMHOXECTBAMHU, C ITOCIICAYIOIHUM pPa3JACJIbHbBIM XPaHCHHUEM ITOJMHOXKCCTB U Ta6J'H/III.

Jnist peasin3zanuu MeToj1a IEKOMITO3UIIUH HE00X0AMMO MIPEIBApUTENIbHO pa3paboTaTh NpaBuiIa
p2136I/I€HI/I$I MHO’KeCTBa 3alrceld Ha MMOAMHOXKECTBA, IpaBujia YCTAHOBJICHUSA COOTBCTCTBUA MCKIAY
3aMUCsAMH B Pa3IMYHbIX TaOIMILAaX U paBUiIa BHECEHUS U3MEHEHUH B MOAMHOXKECTBA U TaOIMIIbI.

5. MeToj nepecTaHOBKHM peau3yeTcs MyTEM B3aMMHOIO MEpPEeMELEHUsS OTIENbHbBIX 3amucei
U (WIM) TPYMI 3aluceil C MOCIEAYIOIMM pa3JesbHbIM XPaHEHUEM IMOJYyYEHHBIX MEePCOHAIBHBIX
JAaHHBIX U ITPaBUJI U3BMCHCHMU.
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HOJOXEHUE

0 MopsiIKe ATTeCTAIMM CUCTEM 3alUThl HH(popManuu MHGOPMALHOHHBIX
CHCTEM, NIpeIHA3HAYEHHBIX I 00padoTKN HH(poOpMALNH, pacIPpOCTPaHeHHe
H (MJIM) npeaocTaBjieHne KOTOPOil OrpaHUuY€eHO

1. B nacrosimeMm IlonokeHnu B COOTBETCTBHHU C ab3aleM TPEThbHM HOAIMyHKTa 6.4 myHKTa 6
[TonoxeHus o TEXHUYECKON U KpunTorpaduyeckoil 3amure HHGOpMaIy, yTBEPKICHHOTO YKa3oM
[Ipesunenta Pecnyonmku bemapycs ot 16 anpenss 2013 1. Ne 196, ompenensercss mopsiaok
aTTeCTallud CUCTEM 3allUThl HHGPOpPMAaLMU HHGPOPMALMOHHBIX CHCTEM, NpEIHA3HAYCHHBIX
Uit 00paboTKM WH(GOPMALMK, PACTIPOCTPAHEHUE U (WIHM) TPEAOCTaBICHHE KOTOPOW OTPaHUYEHO,
HE OTHECEHHOH K TOCYIapCTBEHHBIM CeKpeTaM (fanee — MH(pOpMalMOHHas CUCTEMA).

Hacrosmee I1onoxenne MoOKeT HE IPUMEHATHCS:

coOCTBeHHUKaMH (BJIaJiebllaMi) WH(OPMAIIMOHHBIX CHUCTEM, B KOTOPBIX 00pabaThIBAIOTCS
TOJIBKO OOILEAOCTYIIHbIE MEPCOHAJIbHBIE JaHHbIC U (WIM) NEpCOHAJbHbIE JIaHHBIE, MOJIyYEHHBIE
1ocje IPUMEHEHHsI MEeTOZ0B 00€3TMYMBAHMsL, — B OTHOILIEHUH TaKUX UH(POPMALMOHHBIX CUCTEM;

oTiepaTopamMu DJIEKTPOCBSI3U — COOCTBEHHUKAMU (BJIaJieTbllaMi) UH(DOPMAIMOHHBIX CUCTEM,
o0ecreynBaroIuX YIpPaBIeHUE TEXHOJOTHYECKUMHU NpOIeccaMH M MpeIHA3HAYEHHBIX TOJIBKO
JUISI TIepeiayyl MIEPCOHATBHBIX JaHHBIX MO TEXHOJOTHYECKUM CETSAM AJIEKTPOCBSI3U, — B OTHOLLIEHUU
TakuX HWHQOPMALMOHHBIX cucTeM. [lng meneil mpuMeHeHMs HacTosllero ab3ana omepaTopbl
AIIEKTPOCBSI3U  COrJacoBbIBAlOT ¢ OmepaTUBHO-aHAJIUTHUECKUM LeHTpoM 1ipu Ilpesupenre
Pecniy6nmuku benapycs (nanee — OAILl) nepednn yka3aHHbIX HHPOPMALMOHHBIX CUCTEM, K KOTOPBIM
JIOJKHBI TIPUJIATaThCs CTPYKTYpHAsl M JIOTMYECKas CXEMbl KaXJ0H HHQPOPMAIIMOHHOM CHCTEMBI,
BKJIIOYEHHOM B IIepeUEeHb.

2. J1nst neneit Hacrosimero [1ooskeHus TEpMUHBI UCTIONB3YIOTCS B 3HAYSHHSIX, OTPEACTICHHBIX
B [lonoxeHnn o TexHuueckoi M kpuntorpapuueckoil 3ammre uHdopmaruu, 3akoHe PecnyOnuku
benapyce ot 10 HOsiOpst 2008 r.  Ne 455-3  «OO6 uHpopmanuu, WHOOPMATH3AMUHA U 3aNTUTE
uHpopmanumn», 3akoHe PecniyOnnku benapycs ot 7 mas 2021 r. Ne 99-3 «O 3amure nepcoHanbHbIX
JAHHBIX», @ TAKXKE CIIEYIOIe TEPMUHBI U UX ONpeAeNeHus:

aTTecTaT COOTBETCTBUS CHCTEMBl 3aIIUThl HHPOpPMALUU HHMOPMAIMOHHOW CHCTEMBI
TpeOoBaHUSAM M0 3amTe UuHpoOpMaluu (Jajee — aTTecTaT  COOTBETCTBHS) —  JIOKYMEHT
YCTQHOBJICHHOM (OPMBI, TOATBEP’KAAIONUINI COOTBETCTBHE CHCTEMBl 3alllUThl HH(MOpMAIMU
TpeOOBaHUSAM 3aKOHOAATENbCTBA 00 HH(pOpMany, nH(GOPMaTU3ALIUY U 3alIUTe HH(OPMALINH;

aTTecTallMsg CHUCTeMbl  3aluThl  MHpoOpManmu  (Jajee — aTTecTalys) —  KOMIUIEKC
OpPraHU3al[MOHHO-TEXHUYECKUX  MEpONpUATUN, B pe3ylbTare  KOTOPbIX  JOKYMEHTaJIbHO
MOJTBEPAKIAETCS COOTBETCTBUE CHUCTEMBI 3allUThl MH(POpPMAaUK TpeOOBAHUSAM 3aKOHOAATENbCTBA
00 nH(popManuu, “HPOPMATU3AINH U 3alIUTe HHPOPMALIUH.

3. ATrecTanus TNPOBOAMUTCS OpTraHU3ALUSAMM, HMEIOIIMMHU JIMIIEH3UH Ha OCYILIECTBICHHE
JEeSATeNIbHOCTH T10 TeXHUYecKol H (wu) Kpunrorpaduyeckoil 3ammre WHGOpPMAlUKd B YacTH
COOTBETCTBYIOIIMX  COCTaBJSIOIIMX  JAaHHBIA ~ BHJ ~ JedATelNbHOCTH  paboT  (nasee —
CHELMATU3UPOBAHHBIE OPraHU3ALMH).

CoOcTBeHHHKH (BJIaebIIbl) HHPOPMALMOHHBIX CUCTEM BIIPABE CAMOCTOSITENILHO MPOBOJIUTH
aTTeCTalLHIO.



4. Tlpu mpoBeeHUN aTTECTAIMU COOCTBEHHUKOM (BIAJeNbIleM) HHOOPMAITMOHHOW CHUCTEMBI
CaMOCTOSITENIbHO PabOThI IO ATTECTAIMH BBITIOMHSIIOTCS KOMHCCHEW, HA3HAYCHHON pelIeHueM
(MpuUKa3oM, WHBIM JIOKYMEHTOM) PYKOBOAMTENS COOCTBEHHMKA (BiIazeiblia) MHGOPMAIIMOHHON
cuctembl. Du3nUeCcKue JINIA, SBISIOMNECS COOCTBEHHUKAMU HH(DPOPMAIIMOHHBIX CUCTEM, B KOTOPBIX
00pabaTbIBatOTCs IepCOHANIbHBIE JaHHbIE, BIPABE BBIIOIHATH PA0OTHI 10 aTTECTALUU €AUHOIHYHO.

ATTecTanus CHeIHaTU3UPOBAHHBIMU OPTaHU3AIUSAMHI MPOBOJAUTCS HA OCHOBAHWH CBEICHHUI,
COJIePIKALTNXCS:

B aKTe OTHECeHHMS HH(POPMAIIMOHHOW CHCTEMBI K Kiaccy (Kllaccam)  THITOBBIX
MH(OPMALIMOHHBIX CUCTEM;

B MIOJIUTUKE HHPOPMAITMOHHON 0€30MMaCHOCTH;

B CTPYKTYPHOI U JIOTHYECKON cXeMax HH(POPMAIIOHHON CHCTEMBI;

B TEXHUYECKOM 3aJaHWM Ha CO3/IaHWe HH()OPMAIMOHHOW CUCTEMBI MJIM CHCTEMBI 3allUTHI
uHpopmanun™;

B JIOKQJTHHBIX MPABOBBIX aKTaxX U APYTUX OPraHU3AI[MOHHO-PACTIOPSIUTEILHBIX JTOKYMEHTAX
10 BOIIPOCaM MPUMEHEHUSI CUCTEMBI 3alIUThl HHPOPMAIIUH;

B CepTH(UKATAX COOTBETCTBHS JIMOO OSKCIEPTHBIX 3aKJIIOUCHHUSX Ha CPEACTBA 3alUTHI
uHpopmanuu.

IIpy nmnpoBeneHuM arrecTalMy  CHCHUATUM3UPOBAHHOM  OpraHW3alMel  MPUBIICKAIOTCS
MPEJICTaBUTENIN COOCTBEHHUKA (BJIaJIelblia) HHPOPMAIIMOHHOM CUCTEMBI U3 COCTaBa MOAPa3/IeIICHHUs
3amUTel  UHQOPMAIMU WU WHOTO TIOAPA3JeCHus (JOJDKHOCTHOE JIMI0), OTBETCTBEHHOT'O
(OTBETCTBEHHOE) 3a OOECIICUCHHUE 3alTUTh HH(POPMAIIHH.

* TexHHYECKOE 33JaHME Ha CO3JaHHe HH(YOPMAIIMOHHON CHCTEMbI IPEICTABIIETCS B CITydae 3aKPEIUICHUS B HEM
TpeOOoBaHUiI 1Mo 3amuTe HHPOPMALIHH.

5. ATtecranus MpOBOJAUTCS:

IPY CO3JIaHUM WIIM MOJEPHU3AIMH CUCTEMBI 3aLIUThI HH(OpMAIIUH;

B ClTydae MUCTEUEHUS CPOKa JCHCTBUS aTTecTaTa COOTBETCTBHS,

B Clyya€ U3MEHEHMs TEXHOJOIMH oOpaboTKM 3amuimaeMod uHpopManuu u (MiIn)
TEXHUYECKHX MEp, PEATM30BAHHBIX TPU CO3JAaHWHM WJIA MOJEPHU3AIUN CHUCTEMBI 3alIHUTHI
UHpOpMaLIUH.

JlonomHUTEIbHBIE OCHOBAHMS JJISl TIPOBENICHHSI aTTECTAIMH (TIOMHMO CIIy9aeB, ONPeIeICHHBIX
B YaCTH IE€PBON HACTOSIIETO IyHKTa) MOTYT HpedycMaTpuBaThbcs COOCTBEHHHUKOM (BJIa/IENbLIEM)
MH(OPMALIMOHHON CUCTEMBI.

6. Arrectanusi co3jaBaeMOW CHUCTEMBbI 3alllUThl WHGOpPMAIMM OCYIIECTBISETCS 10 BBOJA
WH(POPMAIIMOHHON CUCTEMBI B SKCILTYaTaIHIo.

7. Hannuue arrectaTta COOTBETCTBHS SBISETCS 00s3aTeNbHBIM YCIOBHEM It 00pabOTKU
uH(pOpMalliK, paclpocTpaHeHHe U (WIM) MpPeloCTaBlIeHue KOTOPOM OrpaHWYeHO, HE OTHECEHHOU
K TOCYJJapCTBEHHBIM CEKpeTaM, B T€UCHHE YCTAHOBJIEHHOTO B HEM CPOKA.

8. ATrectanusi mpenycMaTpUBaeT KOMIUIEKCHYIO OIIGHKY CHCTEMBI 3alllUThl HMH(OPMAIIUU
B PEAIbHBIX YCIOBUAX IKCIUTyaTallul UH(OPMAIIMOHHON CUCTEMBI M BKJIIOYAET:

pa3paboOTKy MPOrpaMMbl M METOJTUKH aTTECTAINH;

IPOBEPKY TNPABMIBHOCTH OTHECEHHs HMH()OPMAIMOHHONW CHCTEMBI K Kiaccy (Kiaccam)
TUTIOBBIX MH(POPMAIITMOHHBIX CHCTEM;

YCTAHOBJICHHE COOTBETCTBHs (PaKTHUECKOTO COCTaBa AaKTUBOB MH(OPMALMOHHOM CHCTEMBI
CTPYKTYPHOM ¥ JIOTHYECKOW cXeMaM UH(POPMAIIMOHHON CHCTEMBI,

IPOBEPKY JOCTaTOYHOCTH PEAM30BAHHBIX B CUCTEME 3allMThl MH(OpMAIMK MEp I10 3alluTe
uH(pOpMalliK, B TOM YHCJIE:

aHaU3 JIOKAIbHBIX TIPABOBBIX aKTOB M JPYTUX OpraHU3allMOHHO-PACIIOPSIUTEIbHBIX
JOKYMEHTOB 110 BOIIPOCAM IMPUMEHEHUS CUCTEMBbl 3aIlUThl HMH(OpPMAIMM Ha NpeaAMeT uXx
COOTBETCTBUSl TpPeOOBaHUAM 3aKOHOAATENbCcTBA 00 MHpOpManuu, HHPOpPMATH3ALMKU U 3aLIUTE
nHpopmanuu;



IPOBEICHUE MCIBITAHUM CHUCTEMbI 3aIlUThl MHGOpPMALMKM HA MPEAMET BBIIOJHEHMS
YCTAHOBJICHHBIX 3aKOHOJATEIHCTBOM TPeOOBAHUH TI0 3alIUTe HHPOPMALUH;

BHEIIHIOIO U BHYTPEHHIOIO IPOBEPKY OTCYTCTBHS JIMOO HEBO3MOXHOCTH HCIOJIb30BAHUSA
HapyIIUTEJIeM CBOMCTB aKTUBOB WH(MOPMAIIMOHHON CUCTEMBI, CPEACTB 3alIUThl HWH(OpPMAIHH,
KOTOPbIE MOT'YT OBITh CIIy4allHO MHULMUPOBAHbI (AKTUBUPOBAHBI) UM YMBIIUIEHHO MCIIOJIb30BaHbI
JUI HAapyIIeHus 0e30IacHOCTH CHCTEMBI U CBEIEHUS O KOTOPBIX MOATBEP)KICHBI M3TOTOBHTEISIMU
(pa3paboTYMKaMM) 3TUX AaKTUBOB MH(OPMALIMOHHOMN CUCTEMBI, CPEJCTB 3aLUTh MH()OpMaIIH;

OLIeHKY 3(()EeKTUBHOCTH 3AIIUIIEHHOCTH HHOOPMAITMOHHON CHCTEMBI KIacCOB «3-0r» 1 (MiTH)
«3-nacn» (TeCTUpOBAHUE HA IPOHUKHOBEHUE);

odopmIIeHrE TEXHUYECKOT0 OTYETa U IMPOTOKOJIA UCITBITAaHHIA;

odopmiieHHEe aTTecTaTa COOTBETCTBUS.

JlonyckaeTcsi BHIIIOJIHEHUE MEPOIIPUATUI 110 aTTECTAllMU HA BBIAECIEHHOM HAabOpe CErMEHTOB
MH(POPMALIMOHHOM CUCTEMBI, OOECIEUMBAIOIIUX IOJHYIO pPEaIU3alMI0 TEXHOJIOTUU 00paboTKH
3amuIaeMon HHPOpMaIuu.

[Tpu arrecTannu MHGOPMAILIMOHHBIX CUCTEM KJIACCOB «3-UH», «3-creny, «3-0r», «3-1om» u «3-
JICI» MEPONPUSTHUS, IPETYCMOTPEHHBIE B a03allaXx BOCBMOM U J€BSTOM YacTH MEPBOM HACTOSIIETO
IYHKTA, IPOBOJATCS C UCIOJIb30BAaHUEM CPE/ICTB OLEHKU 3(PPEKTUBHOCTHU 3aIUIIEHHOCTH (CPECTB
TECTUPOBAHUS Ha IPOHUKHOBEHME) (CETEBOI CKaHEp, CKaHEp YSI3BUMOCTEW, CKaHEp YsI3BUMOCTEU
BEO-TIPHIIOKECHUT ).

MepornpusTusi, IpeJycMOTPEHHbIE B ab3aliax BTOPOM—AECATOM YacTU NEPBOIl HACTOAIIETO
IYHKTa, MOTYT HE MPOBOAMUTHCS IPU COOJIOCHUN B COBOKYITHOCTH CIEAYIOIIUX YCIOBHIA:

aTTecTanys CHUCTEMBI 3alIMThl WHGOpMAMKM WHPOPMALMOHHON CHUCTEMBI, CO3/1aBaeMOM
Ha 0aze MH(OPMAIMOHHONW CHCTEMBbl CIEHUATU3UPOBAHHOM OpraHM3alyu, I[POBOAUTCS 3ITOH
CIEMAIU3UPOBAHHON OpraHU3alueH;

B CHUCTEME 3alUThl HH(pOpMAMU HHPOPMALMOHHOM CHCTEMBl CIELUATU3UPOBAHHON
OpraHM3aliy, aTTEeCTOBAaHHOW B YCTAHOBJIEHHOM MOpPSJKE, PEali30BaHbl TPeOOBaHUS IO 3aIIUTE
UH(pOPMAaIIUU aTTeCTYeMON CHUCTEMBI 3aIUThl HHPOPMALIUH.

9. IlporpaMma u METOAMKAa AaTTECTAllMM pPa3pabaTHIBAIOTCS HA OCHOBAHWU  CBEIICHHH,
YKa3aHHBIX B 4acTH BTOpPOH MyHKTa 4 HactosAwmero llomoxkenus, u TOMKHBI COAEPKATh MEPEUYCHb
BBIMOJHSAEMBIX pPa0OT C yKa3aHHMEM OTBETCTBEHHBIX JIMI, CPOKOB BBIIIOJIHEHUS 3TUX padoT,
ONKCAaHUEM HCIIOJIb3YEMBbIX METOJOB MPOBEPKU TPEOOBAHMM, pealn30BaHHBIX B CUCTEME 3allUThI
uH(pOpMalnH, epeYeHb UCIOJIBb3YEMBIX KOHTPOJIbHBIX CPEJCTB.

[Tporpamma 1 MeTO/IMKa aTTECTallUU pa3pabaThIBAIOTCS:

KOMHUCCHEH, Ha3HAUYeHHOW pelieHreM (IIPUKa30M, HHBIM JIOKYMEHTOM) pPYKOBOAMUTENS
CcOOCTBEHHUKa (Biajenblia) HWHGOPMAIMOHHOM CHCTEMBI, — MpPHU MPOBEACHUU AaTTeCTalluu
COOCTBEHHUKOM (BIaJeNbIleM) UH(GOPMAIITMOHHOW CHUCTEMBI CaMOCTOSTENIbHO. DU3HUECKUe JIHIIA,
SBJISIOIIMECS COOCTBEHHMKAaMM HWH(POPMALIMOHHBIX CHCTEM, B KOTOPbIX 00OpabaThIBarOTCA
NepPCOHAIbHBIE TaHHBIE, BIIpaBe pa3padboTaTh NPOrpaMmy U METOJUKY aTTeCTallUU €IMHOINYHO;

CHEeUaIN3UPOBAaHHON OpraHM3alMed — MpU NPOBEACHUM aTTECTAlMM TAaKOM OpraHU3alUeH.
B nanHoM ciydae cnienpanu3upoBaHHasi OpraHU3alusl COTIaCOBBIBAET pa3pabOTaHHbIE MPOTPaMMy
U METOJIMKY aTTeCTaIllMl ¢ COOCTBEHHUKOM (BJ1aJeliblieM) HH(POPMALIMOHHOM CUCTEMBI.

10. [IpoToKONI HCHBITAaHUH JOJDKEH COJEpKaTh IMOAPOOHOE ONHCAHUE MPOBEICHHBIX
MEpONpPHUATHHA, B TOM YHCIE C INPUMEHEHHEM Tpauyeckux HU300pakeHH, MO3BOJAIOIEe
c(hopMHpPOBaTh BBIBOJ O MOJHOTE BHINOJHEHHUS] MEPONPUATUH, MPEIYCMOTPEHHBIX B YaCTU MEPBOM
nyHkTa 8 Hacrosero [lonoxenus.

11. TexHUUYECKHI1 OTUYET IOJDKEH COACPIKATD:

HalMEHOBaHUE WH(POPMAIIMOHHON CHUCTEMBI C yKa3aHHEM NPUCBOEHHOTO (IPUCBOEHHBIX) el
KJ1acca (KJIacCOB) TUMOBBIX HH(POPMAIIMOHHBIX CHCTEM;

TpeOOBaHUS K CHCTEME 3aluThl HMH(OpMAaIMKU coryiacHo mpuioxenuio 3 k [lonoxxeHuro
O MOpsAAKE TEXHUYECKOM U Kpunrorpaduyeckoi 3amuThl HH(GOpManuu B MHGOPMALMOHHBIX
cucTeMax, MpeJHa3sHAuYeHHbIX JUIg 00paboTku  MHGOpPMAIMM, paclpocTpaHeHHe U (WIIH)



IPEJOCTaBIEHNE KOTOPOW OrpaHUYEHO, YTBEPKICHHOMY IPUKA30M, YTBEPXKIAIOLIMM HaCTOsILEe
[Tonoxenue, ¢ onMcaHeM KOMIIEHCUPYIOIHUX Mep (B citydae corsacoBanust Takux mep ¢ OALI);

CBE/ICHUS 00 opranuzanuu MH(POPMALIMOHHOTO B3aUMOJIeHCTBUSA C UHBIMU
UH(POPMALIMOHHBIMHA CUCTEMaMH, €CITU MPEAIOIIaraeTcsi TAKOEe B3aMMOICHCTBUE;

CBE/ICHUS O BBINOJIHEHUU TpeOOBaHUI OE30IIaCHOCTU CPEICTB KPUNTOIpapUuecKO 3alluThl
UH(OPMALIHU, KOTOPbIE TOJKHBI COOIOIATHCS IIPU UX IKCILTyaTallid B COOTBETCTBUHU C BEIOPaHHBIM
YPOBHEM 0€3011aCHOCTH;

HOPSIOK  00E3JIMYMBAHUS TEPCOHATBHBIX JAHHBIX, €CIU IPEanojaraeTcss 00e3TMYNBaHHE
HEPCOHATIbHBIX JAHHBIX;

TpeOOBaHUS U3 YKCJIa PEAIU30BAHHBIX B TTECTOBAHHOM B YCTAHOBJIECHHOM IOPSIKE CHUCTEME
3alIUThl MH(pOpPMALUU HH(OPMAILIMOHHOM CHUCTEMbI APYroro COOCTBEHHHUKa (Biajeiblia), €Clu
(GyHKIMOHMpPOBaHUE HWH(POPMALMOHHOW CHCTEMBI, CHCTEMa 3alIMThl HHGPOPMALUU KOTOPOH
IOPOXOAUT aTTeCcTallo, Ipeanojaraercd Ha 0aze HMH()OPMALMOHHOW CHCTEMBI JIPYroro
coOCTBEHHUKA (BJIaJ€NIblla) B COOTBETCTBUM C IMyHKTOM 15 IlonokeHus o mopsiake TeXHUYECKOU
U Kpunrorpaduyeckoil 3amuThl HHPOPMALKUU B UHPOPMALMOHHBIX CHCTEMaX, NpeAHa3HAYEHHbIX
Uit 00paboTKM WH(GOpPMALNK, PACHPOCTPAHEHHE M (WIHM) MPEAOCTaBICHHE KOTOPOW OTPaHUYEHO,
YTBEP)KJICHHOT'O MPUKA30M, YTBepKAaomuM HacTosulee [lonoxenue;

CIHCOK JIUII, POBOIMBIINX HCIIBITAHUS, U CPOKHU MPOBEICHHUS;

OTYET O BHEIIHEH M BHYTPEHHEH IPOBEPKE OTCYTCTBUS JIMOO HEBO3ZMOXKHOCTHU MCII0JIb30BAaHUS
HApyIIUTEJIeM CBOWCTB aKTHBOB WH(MOPMAIMOHHON CHUCTEMBI, CPEACTB 3alIUThl WH(MOpPMAIHH,
KOTOpPbIE MOT'YT OBITh CIIy4alfHO MHULMUPOBAHbI (AKTUBUPOBAHBI) UM YMBIIUIEHHO MCIIOJIb30BaHbI
JUIsl HApYLIEHUs] 0€30IaCHOCTH CUCTEMBI M CBEJIEHUSI O KOTOPBIX MOATBEP)K/IEHBI M3TOTOBUTEIISIMU
(pa3paboTyMKaMM) 3TUX AKTUBOB MH(OPMALIMOHHON CUCTEMBI, CPEJCTB 3alUThl HH(pOpMaIuy;

ot4yer 00 oneHke 3()(HEeKTUBHOCTH 3aUIMINEHHOCTH MH()OPMAIIMOHHON CHUCTEMBI KJIACCOB «3-
or» u (mn) «3-acm» (TECTUPOBAHUYU HA TPOHUKHOBEHUE);

BBIBOJIbI O COOTBETCTBHM  (HECOOTBETCTBMHM)  ()aKTMUECKOTO  COCTaBa  aKTHUBOB
UH(POPMALIMOHHOM CUCTEMBI CTPYKTYPHOHM W JOrM4YecKod cxemMaM HWH(POPMALMOHHOM CHUCTEMBI,
BBIMIOJTHEHUH (HEBBINIOJHEHUHM) YCTAaHOBJIEHHBIX 3aKOHOAATEIbCTBOM TPEOOBAHUN 10 3alLUTE
UHpOpMaLIUH.

12. Cpok mpoBeIeHHUs aTTECTALINH:

OTIpeNieNIIeTCsl PYKOBOAMTENEM COOCTBEHHHUKA (BJajeiblla) HH(MOPMALMOHHOW CHCTEMBI,
(Gu3NYECKUM JIUIOM, SIBJSIOUIMMCS COOCTBEHHHMKOM MH(OPMAIIMOHHOW CHCTEMBI, B KOTOpPOI
0o0pabaTbIBalOTCSl NEPCOHAJbHBIE JaHHbIE, — MNpPU TPOBEIEHUM AaTTEeCTallUd COOCTBEHHHKOM
(BagenplieM) HTHPOPMAITMOHHON CUCTEMBI CAMOCTOSTEIBHO;

HEe MoxeT npeBblmath 180 KajleHJapHBIX JHEW — TpU  MPOBEACHUM aTTeCTallUU
CIECIIMAIM3UPOBAHHON OpraHu3anuei. B ciaydae BBISIBICHUS B IIPOILECCE MPOBEACHUS ATTECTAlUH
HE/IOCTAaTKOB CIIELUAIM3UPOBAaHHAsl OpraHM3alus He Mo3JHee 4eM 3a 35 KaJlleHJapHbIX JHeH
JI0 UCTE€UYEHHUsS CpOKa IMPOBEJEHUS aTTeCTallid HamlpaBisieT COOCTBEHHHKY (BialeibIly)
UHPOPMALIMOHHOM  CHCTEMBI  COOTBETCTBYIolIee yBenomieHue. CoOOCTBEHHUK (Biajenen)
MH(OPMALIMOHHONW  CUCTEMBl JOJKEH YCTPAHUTh HEJOCTaTKH, BBISBIEHHBIE  YKa3aHHOMN
opranuzanei, B TedyeHue 30 KaJeHIapHBIX JHEH CoO JHS TOdXydeHus ysenomieHus. Ilpu
HEBO3MOXKHOCTH  yCTpaHEHHMs] COOCTBEHHUKOM (BiajenblieM) HH(POPMALIMOHHOM CHCTEMBbI
BBISIBJICHHBIX HEJIOCTATKOB B YKa3aHHBIH CpPOK CIEIUATU3UPOBAHHAS OPraHU3alUs OTKA3bIBaeT
B BBIJ]aue arTecrata cooTBeTcTBUs. [locie ycTpaHeHWs HEAOCTaTKOB COOCTBEHHHMK (BIIaJeiel)
UH(POPMALIMOHHOM CUCTEMBI BIIpaBe MOBTOPHO OOPATUTHCS 32 MPOBEIEHUEM aTTECTAlluU B TIOPSIJIKE,
YCTaHOBJIEHHOM HacTosuuM [lonoxeHuem.

13.Ilpy mMOATBEP>KACHUU COOTBETCTBUS CHUCTEMbI 3alllUTHl MHPOpPMALUU TPeOOBAHUSAM
3aKOHOJAATeNbCTBA 00 MHopManuu, uHPOpMATH3AUUU U 3amuTe HHpopmauuu odopmisercs
aTTecTaT COOTBETCTBUS MO (POPME COTIIACHO MPUIIOKEHUIO, KOTOPBIH MOIMUCHIBACTCS:

PYKOBOJUTENIEM COOCTBEHHHKA (BJIa1elbIla) HHPOPMAITMOHHOMN CUCTEMBI, (PU3UIECKUM JTUIIOM,
SBISIOMIMMCS  COOCTBEHHHKOM  HMH(OPMAIIMOHHONW  CHUCTEMbI, B KOTOpOil  00OpabaThIBaroTCs



NEPCOHANbHBIE JIaHHbIC, — IIPU IPOBEAECHUH AaTTECTALMU COOCTBEHHHUKOM  (BJIaJEJbLIEM)
UH(POPMALIMOHHON CUCTEMBI CAMOCTOSATENIBHO;

PYKOBOJIUTENEM CIEUUAIU3UPOBAHHON OpraHu3ald — I[pU IPOBEIEHUM aTTECTAL[UH
CIIEHUAJIM3UPOBAHHON OpraHU3alMeH.

ATTecTaT cOOTBETCTBUS O(POPMIISETCS CPOKOM Ha AT JIET.



[Tpunoxenue

K [TonokeHuto 0 mopsaKe aTTeCTallui CUCTEM
3aIATH HHPOPMAITUK HHHOPMAITMOHHBIX
CHUCTeM, MIpeJHa3HaYeHHBIX AJIs1 00paboTKK
WHPOPMALUH, PACTIPOCTpAaHEHUE U (HJITH)
MpeI0CTaBIIeHHE KOTOPOWH OTPaHUIEHO

(B pemakmum ImpukKasa
OnepaTuBHO-aHATUTUIECKOTO LIEHTPa

nipu [Ipesunente Peciybnuku benapych
10.12.2024 Ne 259)

®dopma

ATTECTAT COOTBETCTBUAA
cucTeMbl 321U ThI HH(popManuu MHGOPMALMOHHON CHCTEMBbI
TpeOOBAHUSM 110 3a1Te HHPOPMALUH
oT 20 1. Ne

HaCTOHHII/IM aTTECTAaTOM COOTBCTCTBUA IMOATBCPKAACTCA, YTO CUCTEMA 3alIUThI I/IH(l)OpMaIII/II/I

(HanMeHOBaHKE MH(POPMAIIMOHHON CUCTEMBI)

(HanMeHOBaHNE COOCTBCHHUKA (BIa/Ieblia) HHYOPMAIIMOHHOM CHCTEMBI)
KJ1acca (KJ1accoB) COOTBETCTBYET TPEOOBAHUSIM I10 3aLUTE
(xyace (k1acchl) TUIOBBIX MH(OPMAIIOHHBIX CHCTEM)
I/IH(I)OpMaI_II/II/I, npeaAyCMOTPCHHBIM 3aKOHOAATCIILCTBOM U

(HanMeHOBaHNE JJOKYMEHTOB)

ATTectanus MpoBeAeHa B COOTBETCTBUH C MIPOTPaAMMOM, YTBEPKICHHOW 20 T,
U METOIMKOM, YTBEPKIACHHOU 20 1.
Pe3ynbprarel HCIIBITAHM PUBENECHBI B IPOTOKOJIE UCIIBITAHUM OT 20 1.

[Tpu sxcrmyaTanu HHGOPMALIMOHHOM CUCTEMBI 3aIlpelaeTcs:

(Ipr HEOOXOIMMOCTH YKa3bIBAIOTCSl OrPaHUuEHHsI Ha 00paboTKy nHpopmaum)
ATTecTaT COOTBETCTBUS NEUCTBUTEIIEH 10 20 I.

(nH(OpMAIHS O JTHUIIE, TIPOBOAMBIIEM ATTECTAIHIO™) (TomucCh) (MHUTIMATBL, PaMUITHS)

* I[OJ'DKHOCTL C YKa3aHUEM HAUMCHOBAaHUA OpraHu3alviu — COOCTBEHHUKA (BJ'Ia,HeJ'II)IIa) HHq)OpMaHHOHHOﬁ
CUCTCMBI UJIN CHCHI/I&J’II/BI/IpOBaHHOﬁ OpraHu3aluu. HpI/I 0(1)OpMJ'IeHI/II/I aTTecrara (I)I/ISI/I‘IGCKI/IM JIMOOM, OCYHIECTBJIAIOIIUM
WHAUBUAYAJIbHYIO TMPCANPUHUMATCILCKYIO ACATCIBHOCTb, YKAa3bIBACTCA €ro CTaTyC, HWHbIM (1)I/I3I/I‘ICCKI/IM JIMIIOM —
MNpeayCcMaTpuBaCTCA 3al11MCh «CoOCTBEHHUK HH(bOpMaHHOHHOﬁ CUCTCMBI».



YTBEPXXKIEHO

ITpukas

OnepaTUBHO-aHAJIUTUYECKOTO LIEHTPA
nipu [Ipesunente Peciybnuku benapych
20.02.2020 Ne 66

(B pemakuuu nprkasa
OnepaTUBHO-aHAJIUTUYECKOTO LICHTPA
npu IIpesunente Pecybnuku benapych
10.12.2024 Ne 259)

ITOJIO’KEHHE

0 nopsiake npeacrasieHust B OneparuBHo-aHanuTn4yecknii neHTp npu Ilpesnnenre
Pecny0iuku besapych cBeieHuii 0 cOObITHSIX HH(POPMALMOHHOM 0€30I1ACHOCTH, COCTOHHUH
TEeXHHYECKOH M KpUNTorpadguyeckoi 3amurbl HHPpoOpMannu

1. B nacrosimiem [lonoxxeHnnn B COOTBETCTBUU C MOAMYHKTaMu 7.7 u 7.8 mynkrta 7 [lonoxeHus
0 TEXHWYECKOH U Kpunrorpaduueckoit 3ammure nHGopMaum, yrBepkaeHHoro Ykasom Ilpesnaenra
PecnyOnuku benapyce ot 16 anpens 2013 r. Ne 196, ompeznensercs MNOpsAOK MpeCTaBICHUS
B OneparuBHo-aHanuTuueckuili neHtp npu Ilpesuaenre PecnyOnuku bemapyce (manee — OALL)
rOCYyJapCTBEHHBIMM OpraHaMd U UHBIMH OpraHU3alMsIMU — COOCTBEHHMKaMM (BJIaJeNIbLIAMH)
WH(POPMALIMOHHBIX CHCTEM, BIAJCIbIIAMU KPHUTUYECKH BaXXHBIX OOBEKTOB HH(OpMATH3AIINY,
OpraHu3alUsIMM, OKa3bIBAIOUIMMU YCIYT'M IO paclpOCTPaHEHHIO OTKPBITHIX KIIHOYEH MpOBEpKU
DIIEKTPOHHON 1M(POBOH MOANMMCH, YyKa3aHHBIMH B 4YacTd T1epBoid nyHkTa 3 Ilonoxenus
0 TeXHUYECKOH U Kpunrorpaduueckoi 3amure MHGOpMaIH, CBEIEHUI:

0 COOBITHSX MH(OPMALIMOHHON O€30MacCHOCTH, B TOM YHCJIe O (paKTax BO3HUKHOBEHUS YIpo3
UH(POPMALMOHHOM 6€30aCHOCTH KPUTHUECKU BaXKHOTO 00BEKTa MHPOPMATU3AINH, HAPYIIEHUS WIN
MpEeKpaLCHUS (GYHKIIMOHUPOBAHUS nH(pOPMaMOHHON CUCTEMBI, HapyLIEHUS
KOH(HIEHIIMATIBbHOCTH, LIEIOCTHOCTH, MOJIMHHOCTH, IOCTYITHOCTH ¥ COXPAaHHOCTH MH(POPMAaLINY;

0 COCTOSIHUU TEXHUYECKOM U KpUNTOrpapuueckoil 3aiuThl HHPOpMAaIIIH.

CeneHus o coOBITHSX MH(POPMALMOHHOW  ©€30IaCHOCTH, COCTOSHUM — TEXHHUYECKOU
U Kpunrorpaduyeckoi 3ammTsl HHPOPMAIMH B COOTBETCTBUU C HAacTOsIUM [lomokeHuem moryr
He npeactaBiiaTbes B OALL:

coOCTBEHHUKaMHU (BiajenbliaMu) MHPOPMAIMOHHBIX CUCTEM, B KOTOPBIX 00OpalOaThIBaroTCs
TOJIbKO OOIIEIOCTYIHbIE MEePCOHAbHBIE JaHHbIE U (WIM) NEepCOHANbHbIE JaHHbIE, MOJy4YEHHBIE
1ocJie MPUMEHEHUsI METOZ0B 00€3IMYUBaHUs, — B OTHOIIIEHUH TaKUX MH(POPMAIIMOHHBIX CUCTEM;

olepaTopaMH JIEKTPOCBSA3H — COOCTBEHHUKAaMU (BJaJesIbliaMi) UHPOPMALMOHHBIX CHUCTEM,
o0OecreunBarOIUX YIPaBIE€HUE TEXHOJIOTMUECKUMU MPOIecCCaMy MU MPEAHA3HAYEHHBIX TOJBKO
JUISl IEpElayyl MIEPCOHATIBHBIX JAHHBIX MO TEXHOJIOTHYECKUM CETSAM DIIEKTPOCBSI3H, — B OTHOLLEHUU
TakuX HMHQOPMAIMOHHBIX cucTeM. [l 1nenel mpUMEHEHHs HacTOsALIero ad3ala OnepaTopbl
AIIEKTPOCBS3U cornacoBbiBatoT ¢ OALL nepeyny yka3zaHHBIX HH()OPMAIIMOHHBIX CUCTEM, K KOTOPBIM
JOJKHBI TIPUJIATaThCsi CTPYKTYpHAsl M JIOTMYECKas CXEMbl KaXJ0H HHQPOPMAIIMOHHOM CHCTEMBI,
BKJIFOUEHHOM B I1€PEYECHb.

2. J1nst meneit Hacrosimero [1o1oskeHus TEpMUHBI UCTIONB3YIOTCS B 3HAUSHUSIX, OMPEIeTICHHBIX
B [lonoxeHnn o TexHuueckoi W kpunrorpaduueckoil 3ammre uHopmaum, 3akoHe PecnyOnuku
bemapyce ot 10 HostOpst 2008 T.  Ne 455-3  «OO6 nnpopmanmu, wHGOPMATH3ANWN | 3aITUTE
uHpopmanun», 3akone Pecniybinku benapycs ot 7 mas 2021 r. Ne 99-3 «O 3amure nepcoHanbHbIX
JTAHHBIX.

3. Bragenbiibl KpUTHUECKH BaXKHBIX 00BEKTOB HH(pOpMaTH3auu npeacrasisor B OALL:

3.1. bopmynsip KpUTHYECKH BaXHOTO oOOBeKkTa uWH(OpMaTu3amuu 10 GopMe COTIIACHO
NPUIIOKEHUIO — HE MO3HEE MATH pabovyMXx JHEH mocie 3aBeplICHHs] MEPONPUSATHI MO CO3IaHUI0
cucTeMbl HH()OPMAITMOHHOM 0€30MaCHOCTH KPUTHIECKH BAXKHOTO 00BEKTa HHGOPMATH3AIUN U (1T )
U3MEHEHUS CBE/ICHUH, yKa3aHHBIX B (hopMyJIsipe;



3.2. B CPOKH, OINpE/IEeTICHHbIE B MOANYHKTE 3.1 HACTOSIIEro MyHKTa, IIOCPEICTBOM HOIYYEHHUs
AJIEKTPOHHON YCIYTH OOIIEroCyIapCTBEHHONH aBTOMATU3UPOBAHHONW HH(DOPMAIIMOHHOW CUCTEMBI
C MCIIOJIb30BAaHUEM JIMYHBIX 3JEKTPOHHBIX KAaOMHETOB, CO3/IaHHBIX Ha 0a3e €IUHOro Iopraia
AIIEKTPOHHBIX YCIYT (Hajee — JINYHbIE AIEKTPOHHBIC KAOWHETHI), CBEICHUS:

0 JlaTe BBOJIa KPUTUYECKH BaXKHOT0 00BbeKTa MH(OpMaTH3alMK B HKCIUTyaTalHIo;

0 BU1ax 000pyI0BaHuUs (KOMMYTATOP, MAPIIPYTH3ATOP, MEKCETEBOM IKpaH, OJIOK YIpaBICHUS
U JIp.) W OporpaMMHOro ooecredeHus (onepaluoHHas CHCTeMa, aHTUBUPYCHOE IPOrpaMMHOE
o0ecrieyeHue M JIp.), BXOSIIUX B COCTaB aKTUBOB KPUTHYECKU BaXKHOTO 00HEKTAa MH(POPMATU3AINH,
C YKa3aHUEM UX KOJIMYECTBa, TUIA (IpOrpaMMHO-aIIapaTHbIE CPelCTBa, (PU3NUECKHE YCTPOICTBA,
nporpaMMHoOe obecredeHue (IPUKIIaTHOE, CHCTEMHOE), CPECTBA 3alUThl HHPOpPMAIIHH, CPEICTBA
00paboTkn wuHpoOpManuu (TMOTOKOB HWH(OpMAIMU), CpeAcTBa KOMMYHHKAIIMH, CpEICTBA
aJIMAHUCTPUPOBAHUSA M KOH(OUTYPUPOBAHM), JaThl BBOAA B OKCIUTyaTallMI0O M OKOHYAHHUS UX
HOJAEP>KKH TPOU3BOIUTENIEM UITH ITOCTABLIMKOM;

3.3. pe3ynbTaThl ayauTa CHUCTEMBbl MH(POPMALMOHHON O€30MacHOCTH KPUTHUYECKH Ba)KHOTO
o0beKkTa MH(OpMaTH3aLMK — HE IO3/IHEE YeM uepe3 TIoj I0cie 3aBEpIICHHs MEpOIpHUITUI
10 CO3JaHUI0 CHUCTEeMbl HMH(OPMALMOHHON 0€30IaCHOCTUM KPUTHUYECKHM BaXKHOTO OOBEKTa
UH(pOpPMATU3ALUY U Jajiee eXKErOHO;

3.4. cerenusi 0 cOOBITUAX HMH(POPMAITMOHHOW OE30MAaCHOCTH, B TOM 4YHCIe O (hakTax
BO3HUKHOBEHHUS YIpo3 MH(OpManMOHHONW O€30lacHOCTH KPUTUYECKM BaXHOIO OO0OBEKTa
uH(pOpMaTU3aLUu:

OIKCaHKNE UCTOYHHKA YIPO3bl HH()OPMAITMOHHON 0€3011aCHOCTH KPUTUYECKH Ba)KHOTO 00bEKTa
UHPOpPMATHU3AUN ¥ AKTUBOB KPUTHUYECKH BAKHOTO O0BEKTa MH(POpMATHU3alWHU, Ha KOTOPHIE OHA
HalpaBJICHa;

YCIIOBHS ¥ NMPUYUHBI BO3HUKHOBEHHS YIpo3 WH(POPMALMOHHON OE30MaCHOCTH KPUTHYECKU
Ba)XHOTO 00beKTa MH(OopMaTH3aLHH.

CBeneHus, MpelyCMOTPEHHBIE B YaCTH IEPBOM HACTOSIIErO MOAMYHKTA, MPEJICTaBISIOTCS
B IIPOM3BOJILHOMN (pOpMe B T€UEHUE CYTOK C MOMEHTA BBIsIBJIEHUS (0OHAPY>KEHUS) COOTBETCTBYIOLIUX
(bakToB;

3.5. cBesieHus O MIIAHUPYEMOM MPUOCTAHOBJICHUU (DYHKIIMOHUPOBAHUS KPUTUYECKU BasKHOTO
oObexTa HMH(OpMaTH3alMKM (€ro COCTaBISIOLIMX 3JIEMEHTOB) JJIsl IPOBEJACHUS PErJIaMEeHTHBIX,
npopMIAKTUHYECKUX U UHBIX paboT ¢ yKa3aHUEM JaThl Hadaua M MPOJODKUTENIbHOCTH TaKuX padoT
(B mpou3BoJIbHOU (hopme).

4.TocynapCTBEHHBbIE OpraHbl U MHBIE OpPraHU3allUM — COOCTBEHHUKM  (BJIaJIENIbLIbI)
MH(OPMALIMOHHBIX CUCTEM, OPraHU3AI[1H, OKA3bIBAIOIINE YCIYTU MO PaCIpOCTPAHEHUIO OTKPBITHIX
KJIIO4Yel MPOBEPKH HIIEKTPOHHON IMQPPOBON MOJINMUCH, yKa3aHHbIE B YacTH MEpBOH MyHKTa 3
[Tono)xeHus 0 TEXHUUECKON U Kpunrorpapudecko 3amurte vHGopmanuu, npeacrasisitor B OALL:

4.1. ceenenuss 00 MHPOPMAIIMOHHBIX  CHCTEMaxX, MpeJHa3HAYEHHBIX 1751 00paboTKu
uH(pOpMalliK, paclpocTpaHeHHe U (WIIM) MpPeloCTaBlIeHue KOTOPOW OrpaHWYeHO, HE OTHECEHHOU
K TOCYZIapCTBEHHBIM CEKpETaM.

CBenenus, MpelyCMOTPEHHbIE B YaCTU IEPBOM HACTOSILErO IMOAIMYHKTA, HPEICTaBIISIIOTCS
HE M03/]HEe JIECATH KAIEHAAPHBIX JHEH co THS opopMileHHs (TIOJIydyeHHsI) aTTecTaTa COOTBETCTBUS
CUCTEMBI 3alIUThI HHpOpMaK HHGOPMALIMOHHON CUCTEMBI TPEOOBAHUSAM I10 3alUTe HHPOpMALUH
U Jlajiee He MO3[Hee JeCATH KaJeHIAapHBIX JHEH C MOMEHTa M3MEHEHHUS paHee MpPeICTaBICHHBIX
CBEJICHUII;

4.2. cBefieHUsl O MOJpPA3JENIEHUSAX 3alMThl WHGOPMALMM WM MHBIX HOJpa3IesIeHHUIX
(TOJKHOCTHBIX JIMIIaX), OTBETCTBEHHBIX 3a oOecredyeHue 3alfuThl HHPOpMAIUH, C yKazaHUEM
HaNMEHOBaHUSA MOJpa3/ieNieH s, PaMUIUN, COOCTBEHHOTO UMEHHU, OTUECTBA (€CIIU TAKOBOE MMEETCSI)
JOJIKHOCTHOTO JIMIAa U paOOTHUKOB TaKUX MOJpa3zesieHuH, IOJTy4eHHOr0 UMH 00pa3oBaHMsl, B TOM
YuCclI€  MEPernoJrOTOBKM WM  TOBBIMICHUS  KBAIM(UKALKMK  I10 BOIPOCAM  TEXHHUYECKOU
U KpunTorpadu4eckoi 3aiuTsl HHGOPMAIMHY, a TAK)KE KOHTAKTHBIX JAHHBIX.

CBeneHus, MpeayCMOTPEHHBIE B YaCTH IEPBOM HACTOAIIETO MOANYHKTA, MPEACTaBISAIOTCS
HE M037]HEE JIeCATH KAJCHJIApHBIX JHEH o IHA co3JaHusd (Ha3HA4eHus) MOJApa3AeiIeHus



(TOJKHOCTHOTO JIUIIA) U J1ajiee He TI03/AHEE AECATH KaJeHIapHbIX THEH ¢ MOMEHTa U3MEHEHUS paHee
MPEJCTABICHHBIX CBEIECHUI;

4.3. xomuu aTTecTata COOTBETCTBHS CHCTEMbI 3alllUThl HHGOpManuu HHGOPMaIMOHHON
CHCTEMBI TPEOOBAaHUSAM IO 3aUTE MHPOPMALUHU, TEXHUYECKOTO OTYETa M MPOTOKOJIA MCIIBITAHUH.
B ciyqae ecnu MmepompusTHs, HpeIyCMOTpEHHble B a03alax BTOPOM—AECATOM 4YacTH MEpBOU
nyHkta 8 [lono)keHusi o MOpsIIKEe aTTeCTallMd CUCTEM 3aIIMThl MH(POpPMAUM HWHEPOPMAIMOHHBIX
CHUCTEM, TpEIHa3HAYCHHBIX i1 00paboTKM  WHMOpMaIMU,  paclpoCTpaHeHWEe U (WUJIH)
IIPEIOCTABIEHUE KOTOPOl OrpaHMuYEHO, YTBEP)KIEHHOIO IPHUKAa30M, YTBEP)KIAIOLIUM HaCTOSIIEE
[TonokeHue, HE MPOBOIMIINCH, BMECTO KOMHM TEXHMYECKOTO OTYeTa M IPOTOKOJA HCIBITAHUN
NPEJCTaBIsIeTCs KOMMsI JOTOBOPA Ha BBHINOJHEHHE (OKa3aHUE) COOTBETCTBYIOIIUX pabot (yciyr),
3aKJIFOUEHHOTO0 € OpraHu3aleil, uMelonle JHUIeH3UI0 Ha OCYIIECTBICHHE JAESITeIbHOCTU
M0 TEXHUYECKOH ¥ (MiH) Kpunrorpaduaeckoi 3ammre nHGOpMaIuu.

Csenenus, MpelyCMOTPEHHBIE B YacTH IEPBOM HACTOSIIErO MOAMYHKTA, MPEICTaBISIOTCS
HE MMO3/HEE JIECITH KAICHAAPHBIX JHEH o THS oQopMIIeHHS (TIOydeHHsI) aTTecTaTa COOTBETCTBUS
CUCTEMBI 3aIIUTHI HHpOpMau HHGOPMALIMOHHON CUCTEMbI TPEOOBAHUSM I10 3alUTe UHPOPMAIUH
U J1ajJiee He MO3/IHee JIeCATH KaJeHIApHBIX JHEH ¢ MOMEHTAa M3MEHEHUS paHee MPECTaBIEHHBIX
CBEJICHUI;

4.4. ceennenusi 0 COOBITUSAX HMH(POPMAIMOHHOW OE30MAaCHOCTH, B TOM 4YHCIe O (hakTax
HApyIICHUS WM TpeKpamieHus (QpyHKIHOHUPOBAaHUS HH(DOPMALMOHHOW CHUCTEMBI, HapYIICHUS
KOH(HICHIIMATHHOCTH, IIEIOCTHOCTH, MOUTMHHOCTH, TOCTYITHOCTH M COXPAaHHOCTH MH(OPMAITUH.

CBeneHus, MPeIyCMOTPEHHBIE B YacTU IEPBOM HACTOSIIETO MOAMYHKTA, MPEICTaBISIOTCS
B IIPOM3BOJILHOH (popMe B TeUeHHE CYTOK C MOMEHTA BBISIBJICHNUS (0OHAPYKEHHS) COOTBETCTBYIOIINX
(bakToB.

5. CBenenus, NpeyCMOTPEHHBIE:

B noanyHkrax 4.1 u 4.2 nynkra 4 Hacrosuero Ilonoxenus, — npeacTaBISIIOTCA NOCPEACTBOM
MOJIyYEHUS JEKTPOHHBIX YCIYT OOIIErocyJapCTBEHHON aBTOMAaTU3MPOBAHHOM MH(POpPMAIMOHHON
CHCTEMBI C HCIOJIb30BaHUEM JINYHBIX JIEKTPOHHBIX KaOMHETOB;

B mnoanyHkre 4.3 mnyHkta4 Hactosmero IlonoxeHus, — NpeACTaBIsAIOTCS MOCPEICTBOM
MOJYYEHHUs] JEKTPOHHBIX YCIyr OOIIerocy1apcTBEHHOW aBTOMATHU3MPOBAHHOW HMH(OPMAIIMOHHON
CUCTEMBI C UCIIOJIb30BaHUEM JIMUHBIX 3JIEKTPOHHBIX KaOMHETOB MJIM CUCTEMBbI MEXBEJOMCTBEHHOTO
3JIEKTPOHHOI'0 IOKYMEHTO000pOTa rocyAapCTBeHHbIX opraHoB Pecniyonuku benapycs.

6. CBeneHusi, OTHOCSIIMECS K MH(DOpMAIUHM, paclpocTpaHeHHWE | (WIH) TIPEIOCTaBICHHUE
KOTOpPOM orpaHudeHo, npezacrasisitorcd B OAILl ¢ yueToM yCTaHOBIIEHHOTO 3aKOHOJATENbCTBOM
nopsiika nepenadu (IpeaocTaBieHus) Takoi HHpOpMaIuy.



[Ipunoxxenue

K [lon0eHnI0 0 opsAaKe MPEACTABICHUS
B OnepaTuBHO-aHATUTUYECKUM LEHTP
nipu [Ipesunente Peciybnuku benapych
CBEIICHUN O COOBITHAX MH(MOPMAITMOHHOM
0e30MacHOCTH, COCTOSTHUM TEXHUUECKON
1 KpunTorpadguyeckoi 3ammTsl HHPOPMAaLTUH
(B pemakmum mpukasza
OnepaTuBHO-aHAIUTUYECKOTO IIEHTpa
npu IIpesunente Pecybnuku benapych
10.12.2024 Ne 259)

dopma

(HaI/IMeHOBaHI/Ie BJIaAC/IblIda KPUTUYCCKH BAXKHOI'O 00BEKTa I/IH(I)OpMaTI/ISaI_lI/II/I)

OOPMVIJIAP KPUTUYECKU BAXXHOI'O OB BbEKTA NHOOPMATU3AIINN

Ji1st cimy>keGHOT0 MOJIb30BaHUS
OK3. Ne

YTBEPXJIAIO

(HaI/IMeHOBaHI/IC JOJDKHOCTH

PYKOBOAMTEIS OPraHU3ALINH)

(ToATMCH, MHUIHAANEI, (DaMUITHS)
. .20

(HarMeHOBaHNE KPUTHYECKH BAXXHOTO 00BEKTa HH(OPMATH3ALINH)

1. O6mme cBeieHNs O KPUTHUECKH BaXKHOM 00BhEKTe MH(OpMATU3AIIHH:

HAaUMEHOBAaHHE KPUTHYECKH BAXKHOTO 00beKTa MH(OpMAaTH3AIINH;

MECTO HaXOXJACHUSI KPUTUUECKU BAXKHOTO 00beKTa MH(OPMATH3AIINH;

KpuTepuil (KpUTepuH) OTHEeceHHUs oObekTa WHGOpMATU3aAlMU K KPUTUYECKH Ba’KHBIM

o0BexTaM UH(pOpPMaTU3ALINY;

IIoKa3aTecjib (HOKaSaTeJ'II/I) YPOBHA  BEPOATHOTO yLuep6a HallMOHAJIbHBIM  UHTEpCCaM

Pecny6ouku benapycs;

nojpasjiesnieHue (JI0JKHOCTHOE JIMII0), OTBETCTBEHHOE 3a MIPOBEAECHUE PadOT 10 TEXHUUYECKOU
U Kpunrorpaduyeckoil 3amurte nHGopmanuu, oOpadaThiBAEMON Ha KPUTHUYECKH BaKHOM OOBEKTE

UHpOpMaTU3aIUH;

CBEJICHUS O BBOJIE 00BeKTa HHPOPMATH3AIIMN B IKCILTyaTAIHIO.
2. Cenenust 06 000py/IOBaHUU U MPOTPAMMHOM OOECIIEYSHHH, BXOMSIIEM B COCTaB aKTHBOB

KPUTHYECKH BAXKHOTO 00BhEKTa HH(POpMATH3AIIHIH:

Texymas Bepcus

HaumenoBanue, IDOrDAMMHOLO
Ne 3aBOJICKOI porp Jlata BBosia B | OTBETCTBEHHBIE
Tum (Bu) .| oOecrieueHus
1/ (MHBEHTapHBIN) JKCILTyaTaluIo JIMIIA
(ceptuduxar
HOMED
COOTBETCTBHS)

1 [[IporpammHo-anmnapaTHbie CpEICTBa
M hU3HYECKHE YCTPOHCTBA




2 [[IporpamMmHOe obecrieueHne (IPUKIAJTHOE
1 CUCTEMHOE)

3 |CpenctBa 3amuthl nHGOpMaLUH

4 |MubopmManoOHHBIE CUCTEMBI

M “HPOPMAIMOHHBIE CETH

5 |CpencrBa 06paboTku HHGOPMAH
(TOTOKOB MH(OpPMAITHH), CPEICTBA
KOMMYHHUKaIUU

6 |CpencTBa aAMHHUCTPUPOBAHHUS U
KOH(UTYPUPOBAHHMS

3. Cxema pacmojOXKeHUsT KPUTUYECKH BAXHOTO OOBEKTa WHGpopMaTH3auuu (C yKa3aHHEM
KOHKPETHOTO 3aHUsl, COOPYKEHUS, TOMEIICHHUS, dTaXKa U Jp.).

4. CTpyKTypHas cXeMa KPUTHYECKH BaXXHOrO oOBekTa HH(popMaTH3anmuu (C yKa3aHHEM
pacnoNoKeHHs (PU3MYECKUX YCTPOWCTB C HOMEPAMHU IMOPTOB, a TAKXKe (U3MUSCKUX JHMHUHA CBSI3H,
COeAMHAIOMUX (pu3nueckue HMHTEPPENCh TEXHUYECKHX, MPOTrPaMMHO-AIMApaTHBIX CPEICTB
00paboTKu MHPOPMAIMH, CPEICTB 3aLUIMTH UHPOPMAIMK, aBTOMAaTH3HPOBAHHOTO PabOYero mecra
agMUHHUCTpaTopa (oreparopa).

5. Jlormueckass cxemMa KpUTHYECKH BaXHOro oObekTa uH(popMaruzanuu (C yKazaHUEM
MH(POPMALMOHHBIX CHCTEM, HAIIPABIICHHS MOTOKOB JAHHBIX, & TAKXKe CIeNN(UKAIIUN UCTIOIb3yEeMBIX
TEXHOJIOTUH M MPOTOKOJIOB, CIIMCKOB BUPTYAIBHBIX JIOKATBHBIX BHIUMCIUTENBHBIX ceTeil (VLAN),
IP-anpecoB ycTpoicTB).

6. Cxema aIMUHUCTPUPOBAHUS KPUTUYECKH BaXKHOTO 00bEKTa MH(POPMaTH3ALHH.



